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Abstract

A key component of contemporary artificial intelligence is machine learning (ML), which allows systems to
learn from data, see patterns, and make judgements or predictions with little assistance from humans. This
review paper presents a comprehensive overview of ML, covering its evolution, theoretical foundation and
the primary learning paradigms like supervised, unsupervised, and reinforcement learning. It analyzes widely
used algorithms including decision trees, support vector machines, k-means clustering , neural networks and
ensemble techniques along with developments in deep learning, transfer learning and self supervised learning.
The study demonstrates the revolutionary power of machine learning (ML) across industries-by highlighting
real-world applications in fields like healthcare, banking, manufacturing, autonomous systems, and natural
language processing. In addition , it critically examines the challenges faced by ML systems, including data
scarcity, model interpretability, overfitting, equity, and security flaws. Ethical and regulatory concerns such
as bias mitigation, transparency, and privacy preservation and responsible deployment, are also addressed.
By synthesizing current research trends and identifying open problems, this review aims to guide future
advancements in ML, fostering innovations that are accurate, efficient, and aligned with societal values.
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1. Introduction

A sophisticated branch of Artificial Intelligence called Machine Learning (ML) enables computers to think
and learn on their own[1]. In its most fundamental form, ML is a technology that allows computers to learn
how to perform specific tasks by analyzing sample data and identifying patterns [12]. Studies have shown that
the performance of a machine can be significantly improved by increasing the number of opportunities it has
to complete a given task [2], [13]. With the exponential growth of data and computational resources, ML
techniques have become integral for applications such as classification, prediction, and pattern recognition

[3], [14]
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In the Internet of Things (10T) ecosystem, vast amounts of data are continuously generated by interconnected
devices and sensors, requiring real-time analysis and decision-making[8]. Machine learning plays a vital role
in extracting meaningful insights and enabling intelligent automation within this environment[16]. By
integrating ML algorithms, 10T systems can achieve adaptive learning, anomaly detection, predictive
maintenance, and energy optimization, enhancing the overall system efficiency and responsiveness [17].

This research compares the three main categories of ML algorithms—supervised, unsupervised, and
reinforcement learning—in terms of their accuracy, computational efficiency, and adaptability to IoT
environments. Recent advancements such as edge intelligence, federated learning, and deep learning have
further extended the capabilities of ML within 10T systems by addressing challenges like data privacy, latency,
and power consumption[15]. Studies suggest that deep learning and federated learning models are particularly
effective for large-scale, decentralized 10T networks, while traditional algorithms such as Support Vector
Machines (SVM) and Decision Trees remain efficient for structured loT datasets [18].

Overall, ML has revolutionized data analytics, forecasting, and automated decision-making across various
domains, including healthcare, smart cities, industrial automation, and cybersecurity, driven by advancements
in computing infrastructure and big data availability [19].

2. Classification of Machine Learning Algorithms
ML algorithms are broadly classified into Supervised Learning, Unsupervised Learning and Reinforcement
Learning.

2.1 Supervised Learning

A significant area of Machine Learning called Supervised Learning[6] used labelled data datasets with input
output pairs to train models. The goal is to make it possible for the model to understand the fundamental
connection between inputs and outputs so that it can correctly forecast results for fresh, untested data.
Regression and Classification are the two main categories of supervised learning.

2.2 Unsupervised Learning

During unsupervised learning, machine learning algorithms are used to examine and cluster unlabelled data
sets. Without the assistance of these algorithms identify ‘hidden patterns in data (hence the term
"unsupervised") [7]. Clustering, Association Rule Mining and Dimensionality Reduction and the different
categories of unsupervised learning algorithms.

2.3 Reinforcement Learning
As a machine learning technique, reinforcement learning[3] is stated as being concerned with the right actions
that software agents should undertake in a given environment.
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3. Comparative Analysis of Major Algorithms

Algorithm Learning Type Accuracy Complexity
Linear Regression Supervised Moderate Low

SVM Supervised High Medium
Random forest Supervised High High
K-Means Unsupervised Moderate Low

ANN Supervised Very High High
Q-Learning Reinforcement Variable High

Table 1: Comparative analysis of major algorithms

Table 1 shows the variety of machine learning algorithms’ learning strategies, accuracy, and computing
complexity highlighted by the comparative study. Simple predicting tasks can benefit from the reasonable
accuracy and low processing cost of the supervised learning technique known as linear regression. Although
it requires moderate processing resources, SVM likewise under supervised learning, offers great accuracy,
especially in classification situations requiring high-dimensional data. Another supervised technique, Random
Forest, combines several decision treesto attain great accuracy and robustness, but it requires more computing
power. On the other hand, K-Means is an unsupervised technique that works well for clustering and finding
patterns in unlabelled datasets since it provides moderate accuracy with little complexity. Artificial Neural
Networks(ANN) are notable for their very high accuracy and capacity to simulate intricate nonlinear
interactions. Finally, because of its iterative learning and exploration processes, Q-learning, a reinforcement
learning algorithm, maintains a high level of complexity while displaying varied accuracy based on the
environment and training conditions. This comparison emphasises how the problem type, desired accuracy,
and computational resources all have a major role in choosing an acceptable solution.

4. Related Work
In 2020, U.A.Butt.et.al.[9] examined a number of machine learning methods to evaluate the security risks and
problems associated with cloud computing. The authors assess the advantages, disadvantages and features of
supervised, unsupervised,s semi-supervised and reinforcement learning techniques for resolving cloud
security concerns.

In 2021, B.T .k.et.al.[10] studied many uses of social media analysis and suggested robust machine learning
methods. The author starts by giving an overview of machine learning techniques that are utilised in social
media analysis and later provides a comprehensive overview of machine learning methods for social media
analysis.

IDS for fog computing, the Internet of Things (IoT), big data, smart cities, and 5G networks examines T.
Saranya.et. al. [11] suggested machine learning methods in 2020. This study identifies the incursions using
Random Forest, Classification and Regression Trees, and Linear Discriminant Analysis (LDA).
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5. Conclusion and Future work

In addition to discussing current emerging trends, this research included a comparative examination of
important machine learning algorithms. It comes to the conclusion that choosing an algorithm depends on the
application context, weighing computational cost, interpretability, and accuracy. The future of machine
learning is being reshaped by new paradigms like explainable Al and federated learning, which will make it
more visible, safe, and flexible.
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