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Abstract: Cloud computing is the fastest emergent internet centered technology for sharing computer resources on an as-needed base. In
the cloud, security is really important. We propose a mutual authentication mechanism for cloud users and the cloud. In a cloud context,
the framework also manages session keys. The mutual authentication process in this approach is split into three phases: server initialization,
registration and authentication. The framework's security has been thoroughly examined in order to confirm its effectiveness. The proposed
system is also immune to a variety of cloud computing assaults.
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. INTRODUCTION

In the discipline of computer science, cloud computing is a popular technique. The cloud, according to Gartner's report [1,] will alter
the IT industry. The cloud is transforming our lives by introducing new types of services to users. Users receive cloud services without
paying attention to the finer points [2]. Cloud computing is demarcated by the National Institute of Standards and Technology (NIST) as
an exemplary for empowering ubiquitous, expedient, on-demand network contact to a communal pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services) that can be swiftly supplied and unhampered with nominal administration
effort or service provider contact [3]. Cloud computing is based on the notion of resource virtualization, with on-demand and pay-as-you-
go policies.

On-demand self-service, global network access, distributed resource pooling, scalability, and. measured service are the five key
characteristics of cloud computing as stated by NIST [3].
Clouds are classified into three types based on the domain or environment in which they are used: public clouds which are accessible to
clients via the Internet from a third-party service provider, private clouds which are available to customers via the Internet from a third-
party service provider, and hybrid clouds which are available to customers via the Internet from a third-party service provider. Private
Clouds is the one where a business principally turns its IT atmosphere into a cloud and uses it to supply services to consumers, Hybrid
Clouds are two distinct clouds amalgamated together, e.g., IBM and Amazon, Google. Public Cloud is business i.e., public, private, internal,
or external cloud server instances, or a blend of virtualized cloud server instances and real-world hardware [4].

Overall, cloud computing proposals us traditional facilities such as Software as a Service (SaaS), Platform as a Service (PaaS),
and Infrastructure as a Service (1aaS) [5].Because practically all personal and business data is now stored in the cloud, increasing emphasis
is being placed on information security and safety. Because cloud computing is a new technology, it raises a number of concerns, including
reliability, ownership, data backup, data portability, multiplatform support, and so on. Virtualization security, identity security, application
security, distributed computing security, access control, and authentication are among the most pressing concerns.

Ensuring a system's secrecy does not imply that it is secure. We must ensure that the system has authentication and authorization
mechanisms for increased security. The authentication component ensures that both parties to a conversation are who they say they are.
The data saved in the cloud can be read and written by an authenticated cloud user. The system may employ a User ID and password
approach to accomplish this. Because the cloud is a public environment, it has numerous security issues. As a result, in the cloud computing
environment, a strong authentication system is required. The cloud service provider is accountable for the cloud's security and privacy. As
a result, cloud service providers include security features such as identity management, authentication, and authorization.
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Il. RELATED WORK

Lamport proposed a method that became quite popular in 1981[6]. The server keeps User ID and hashed password in a table according
to this technique. This information is used to verify the user's identity. A one-way hash function is used to dynamically generate the
password. . If the attacker modifies the table storing password, security of the system can be easily broken. After this came the smartcard
based password authentication scheme proposed by change and lee [7][8] in 2003. In this scheme the remote system and the user
authenticate each other in such a way that there is no server spoofing attack. It also resists the reply attack and allows users to change the
password. Smart card based authentication prevents the attack by the third parties. As the smart cards have low memory and processing
power they are not suitable for the authentication in cloud environment. A new scheme was proposed by Liao I-En [9] which uses public
key cryptography. But, in this scheme when the user is logging in he sends the User ID and password in plain text format. The sending of
information in plaintext format makes the information more vulnerable. The verification table not being stored in server makes the scheme
secure. This scheme requires a different password for each transaction. This structure doesn't attention about the confidentiality and privacy
of the consumers. It also doesn't provide any option for password change which will be a flaw in most of the real time environment. In
2010 John Grundy, Ingo Muller and Mohamed Al. Morsy analyzed the various security problems in cloud computing environment [10].
They refer to multi-tenancy, SOA, virtualization and isolation as the major areas where security issues are faced in cloud computing
environment. Eren U., Yates D. J [11] proposed a fraud management scheme for enterprises in a cost effective way. Enterprise fraud
management system analyses the transaction data for fraudulent patterns. If any fraudulent patterns are detected then investigation is carried
out. These systems are made cost effective with the help of cloud computing. Almulla S. A., Yeun C. Y [12] discussed about the information
security problems such as integrity, availability and confidentiality. They address the security challenges such as identity and access
management, auditing, authorization and authentication of users. Federal Information Processing Standards Publications [13] published a
paper on the most popular encryption algorithm, AES (Advanced Encryption Standards). The information regarding the different functions,
parameters, symbols used in the report are described. Various input and output parameters, mathematical calculations carried out are
discussed step by step. Sonasinky. B discussed about the details of cloud computing in his text book ref. [14]. Right from the introduction
to the cloud computing concept basics, cloud architecture, various cloud deployment models, cloud service models, various virtualization
techniques and many more concepts have been dealt in detail. Forouzan by his book ref. [15] gives a detailed insight into the various
cryptographic techniques and the network security issues and the different ways to solve them. Wang G, Ritter E., Yasmin R.,[16] proposed
a framework for authenticating users in wireless sensor networks using cryptography and signature schemes to maintain the confidentiality
of information. Awodele O, Kuyoro S. O and | bikunleF[17] analyzed the various security issues and challenges in cloud computing mainly
focusing on the cloud service models and different cloud computing types.

I11. SYSTEM ARCHITECTURE

The essential principle of the suggested scheme is as follows, as shown in figure 3.1.
1) The system constructs the secret key for the users in the first phase.

2) The user is registered in the second phase employing double authentication.

3) In the third phase, nonce authentication is used.

Mutual Authentication

Both the user and the authentication server must confirm their identity to each other in mutual authentication. As a result, the user
and the authentication server should verify each other's identities. This prevents the attacker from impersonating a server and getting system
access. This ability is provided by our system using the nonce. This method also protects against frauds such as man-in-the-middle attacks
and key loggers.

Session key agreement
If the registration step is completed successfully, the authentication server and the user share a secret key (K). The user and
authentication server then communicate with each other for a certain amount of time termed a session, using the secret key.

Password change

The system is more adaptable than static password-based methods because of the password update phase. This feature makes the
system more user-friendly by allowing users to change their passwords. Changing the password more frequently improves the system's
security.

Non-Reply attack

In response, the attacker compromises the data and resends it to another user. The use of a honce in our method ensures that the
message received is not repeated. Nonce is a time invariant with a huge amount of bits created. As a result, the chances of receiving the
same nonce again are extremely slim.

Identity management
The authentication server keeps track of all registered users and assigns each one a USER ID. During each registration, the
authentication server verifies that each user has a unique ID. This prevents the user IDs from being duplicated.
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Figure 3.1 System Architecture

IV. ADVANCED ENCRYPTION STANDARD ALGORITHM

Figure 4.1 depicts the Advanced Encryption Standard (AES) algorithm, which is used to encrypt electronic data. The National
Institute of Standards and Technology (NIST) of the United States of America established this standard in 2001. The Rijndael cypher
structure is used in the AES algorithm. There are various versions of the algorithm depending on the cipher key length which could be of
128, 192 or 256 bits. A special set of keys are derived from the cipher key. They are called as round keys. The whole encryption process
uses these round keys. The operations are carried out on an array of data that holds exactly one byte, which takes these round keys as input.
This array is called as the state array.

Description of the Algorithm
1. Key Expansions — Using Rijndael's key schedule, each round key is a 128-bit block formed from the cypher key. Each round of AES

requires a single 128-bit round key block, plus one extra.

Initial Round

Add Round Key- On each byte of the state array and the round key for that step, an XOR operation is performed.

Rounds

Sub Bytes- Each byte in the state array is changed with another pointing to the lookup table in this stage, which is a non-linear
substitution.

b. Shift Rows- this is transposition step where the last three rows of state array are cyclically shifted a certain number of steps.
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Figure 4.1 AES structure
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V. SECURITY ANALYSIS

The vulnerability of the secret key SK determines the system's security feature. As a result, SK must remain a well guarded secret, even
from authorized users. The server will choose this SK value to make it harder for the attacker to predict.
Security at registration phase
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The attributes of the hash function utilised in our system, which make it more robust, are as follows. Even if the imposter knows what A
is worth, he won't be able to figure out what SK is worth because A is calculated using a hash function.
1. Pre-image resistance

Given a hash function H and Y = H(M), it is hard to find any message M", such that Y=H(M")

2. Second pre-image resistance
Given M and H(M), it is hard to find M # M", but HM) = HM").

3. Collision resistance
It is hard to find two messages M and M" such that M # M', but HM)= H(M").

Security at login and authentication phase
Because of the following qualities of the AES function employed in this method, the login and authentication phase is more secure.
1. Without knowing the secret key's value, decrypting the message M USER, M SERVER, M is challenging. This safeguards data from a
data leakage attack.
2. The reply attack is avoided by using nonce in our system. A new nonce denotes the present moment, while a used nonce denotes the past.

After running the Authentication Server, the next step is for the user to register. For this run the Sign up class, which gives a form to
enter the user id and e-mail id of the user as shown in figure 6.2. After entering the credentials the user clicks 'sign up'. If the user id entered
does not have an entry in the USER table, a new entry is created and the user is registered successfully, else an error message is shown
saying that the user already exists.

VI. RESULTS AND DISCUSSION

The figure 6.1 shows that we run the AS class first which runs the authentication server.
Z] SERVER - oIEN

AUTHENTICATION SERVER

Figure 6.1 Authentication Server

[ Sign up — (=} ><

Registration form

! UserID ‘555 \ i

Emailid ‘apatnan21@gmall com ‘

| R i |

Figure 6.2 Sign up
Now let us see if the new user just registered has an entry created in the MUTUAL table. Click on the 'object browser' to see the list of
tables in the database homepage. Click on the 'MUTUAL' table to see the table as shown in the above figure 6.3. We can now see that the
entry for the new user who has been registered now is created.
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Figure 6.3 Mutual Table in Oracle Database

After the user is registered, he has to login into the system. For this the user runs the sign-in class which shows up a form as shown in

the figure 6.4. User has to enter the User id, password and e-mail id and then click on sign-in. This will ask user to enter the token value

that will be sent to his mail. User enters this token and then clicks ok. Now the user is successfully signed in into the system.
: !

LOGIN FORM
Please enter your details below

UserID 555 1
Password

Email id

password change

Figure 6.4 Sign-in Page
Figure 6.5 shows the authentication stage, where the user runs the authenticate class and enters the valid user-id and password and clicks
on authenticate button. If the user is already registered and entered credentials are correct, then the user is authenticated successfully.

Awthenti ate Page o 3 B ‘

An Improved Mutual Authentication Framework
for Cloud Computing
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Figure 6.5 Authentication
Figure 6.6 shows the password change phase. Here user clicks on the password change button on the sign-in form which prompts
him with another form to enter the credentials for changing the password and then clicks update. After this, if both the entered
details are correct, then the user is asked to enter the token sent to his mail.

Mutual Authentication Framework
password change form

UserID

Old password
? enter the new password
oK Cancel

Update Clear

Figure 6.6 Password Change-Entering a new password '
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After user enters the token sent to the user's mail id, he is asked to enter the new password which he wants to set. After the user enters
the new password it is updated in the user table as shown in figure 6.7.

6 X
€ = C [2r00 o =
ORACLE' Database Express Edition Q0 ?

USER2 Create v

o LEELAEENEN N B
Figure 6.7 Password is updated in User Table

CONCLUSION

This proposed mutual authentication scheme enhances the security mechanism of cloud environment. The double authentication
mechanism is introduced and implemented into the system to improve the security features of cloud computing environment. The
confidentiality and security of the cloud is improved by allowing only registered users to use the cloud facility. This is bought into action
by the registration and authentication facilities. The identity of the cloud users is preserved by identity management and more user friendly
cloud environment is created by providing password change facility.
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