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Abstract: With the development of science and technology, the structure of engineering system has 

become increasingly large and complex. In order to ensure the safety and stability of the system in 

operation, the reliability evaluation of complex system has become an important research field. However, 

previous studies on the reliability of multi-state systems did not take into account the multi-level 

performance sharing in the system, and it has been unable to accurately assess the reliability of such 

complex systems. Therefore, based on the actual engineering system, this paper proposes a multi-state 

system with multi-level performance sharing mechanism. On this basis, we established a system reliability 

evaluation model using universal generating function technique. Through numerical examples, the 

application of the model and analyze the influence of different parameters on system reliability are 

demonstrated. In addition, we also use genetic algorithm to optimize the allocation of components in the 

system, so as to improve the reliability of the system. Different from the previous studies on system 

reliability with common bus performance sharing, the system proposed in this study is more general. 

Keywords: Online rental things, Access-based Consumption, Sharing economy, Collaborative 

consumption, Online renting platform         

Index Terms: Common bus, performance sharing, multi-state system reliability, universal generating 

function (UGF), genetic    algorithm (GA).                                                                                 

I. INTRODUCTION   

 

At present, in this era of rapid development of science and technology, the modernization level of 

industrial production is gradually improving. Under this development trend, various engineering 

systems have gradually become huge and complex, showing the characteristics of multi-state and 

performance sharing, especially in power, communication, 

computer,intelligenttransportationandothersystemsabound with high techniques . As these 

systems play a vital role in the stable operation and development of society and economy, once 

the system fails, it may cause major economic lossesanddisastrousconsequencesthataffectsociety. 

Therefore, the research on the reliability of multi-state system 
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with performance sharing has received extensive attention from scholars. Multi-state system is a 

kind of complex system which can exhibit multiple performance states during operation. 

Murchland put forward the basic concept of reliability of multi-state system for the first time. Due 

to the use of the reliability theory of multi-state systems, complex systems of multiple states in 

practice can be modeled more accurately  and many related reliability studies have been carried 

out for this area. For example, Eryilmaz three-state components, and used this model to evaluate 

the reliability of two wind power generation systems in different regions. Lisnianski et 

al,proposed a multi-state Markov evaluation model based on historical data generating unit in the 

power system. Mo et al. proposed a reliability evaluation method for multi-state series-parallel 

systems based on multi-value decision diagrams. further discussed the reliability of a multi-state 

system with performance sharing, which is composed of multiple k-out-n  subsystems. studied the 

instantaneous availability of a repairable system. For example, Jia et al. propose dareliabilitye 

valuation method formulti-state power system with performance sharing mechanism to alleviate 

the imbalance between supply and demand in the actual power system.  studied the stable 

availability of collaborative computing system and the optimal allocation of units in the system. 

Generally, multi-level performance sharing mechanism exists in complex engineering 

systems to improve resource utilization and system reliability. Taking the power system as an 

example, if the power generation capacity of all power plants in a city of a province cannot 

meet its load demand, other cities in this province can provide it with the necessary power 

through municipal transmission lines. When the power generation of the entire province is not 

enough to cover its load, other provinces in the same region can provide electricity for it 

through provincial transmission lines. When the power generation capacity of the entire region 

is deficient, it can borrow electricity from other regions, thus forming a multi-level power 

sharing power system. This mechanism for sharing performance through multi-level common 

bus is called multi-level performance sharing mechanism. 

As the scale of the engineering system gradually expands, its structure becomes more and 

more complex, and system failures caused by design errors and unit failures are not uncommon. 

Therefore, in order to avoid serious consequences, it is usually necessary to carry out reliability 

evaluations for such large and complex systems. However, up to now, there is no literature 

considering the reliability of multi-state system with multi-level common bus performance 

sharing. In addition, in practical engineering systems, transmission loss is one of the important 

characteristics of the performance sharing mechanism. If the performance loss during the 

transmission process is ignored, the system reliability will be overestimated. The existing multi 

state system reliability evaluation model can no longer accurately describe the state of this 

complex system and evaluate its reliability. 
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Gsystemwithcommonbusperformancesharing.Suetal. further discussed the reliability of a 

multi-state system with performance sharing, which is composed of multiple k-out-n  

subsystems. studied the instantaneous availability of a repairable system. For example, Jia et 

al. propose dareliabilitye valuation method formulti-state power system with performance 

sharing mechanism to alleviate the imbalance between supply and demand in the actual 

power system.  studied the stable availability of collaborative computing system and the 

optimal allocation of units in the system. 

Generally, multi-level performance sharing mechanism exists in complex engineering 

systems to improve resource utilization and system reliability. Taking the power system as an 

example, if the power generation capacity of all power plants in a city of a province cannot 

meet its load demand, other cities in this province can provide it with the necessary power 

through municipal transmission lines. When the power generation of the entire province is 

not enough to cover its load, other provinces in the same region can provide electricity for it 

through provincial transmission lines. When the power generation capacity of the entire 

region is deficient, it can borrow electricity from other regions, thus forming a multi-level 

power sharing power system. This mechanism for sharing performance through multi-level 

common bus is called multi-level performance sharing mechanism. 

As the scale of the engineering system gradually expands, its structure becomes more and 

more complex, and system failures caused by design errors and unit failures are not 

uncommon. Therefore, in order to avoid serious consequences, it is usually necessary to 

carry out reliability evaluations for such large and complex systems. However, up to now, 

there is no literature considering the reliability of multi-state system with multi-level 

common bus performance sharing. In addition, in practical engineering systems, 

transmission loss is one of the important characteristics of the performance sharing 

mechanism. If the performance loss during the transmission process is ignored, the system 

reliability will be overestimated. The existing multi state system reliability evaluation model 

can no longer accurately describe the state of this complex system and evaluate its reliability. 

Therefore, this paper proposes a reliability evaluation model for multi-state system 

that comprehensively considers multi-level performance sharing and transmission 

loss 

The model is constructed based on the universal generating function (UGF) technique, 

which is widely used to establish the reliability evaluation model of the multi-state system 

since it is flexible and effective in studying systems with multiple states and complex 

structures. Moreover, when the system structure and parameters are determined, different 

component allocation schemes will also have an effect on system reliability. In this paper, 

genetic algorithm (GA) is used to optimize the allocation of components in the system, so as 

to optimize the system reliability. Compared with previous studies, the model and method 
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II.  NOTATIONS AND SYSTEM DESCRIPTION  

 

In this paper, we assume that a complex system is composed of n-layer subsystems. The system structure is 

shown in Figure1. There is a common bus in each layer subsystem to promote performance sharing. For 

ease of understanding, we regard this complex system as an nth layer subsystem, which is composed of 

m[n] subsystems of n-1th layer, connected to an nth level common bus. Among them, the jth subsystem of 

n-1th layer is composed of m[n−1.j] subsystems of n-2th layer, which are connected to an n-1th level 

common bus. By analogy, the jth subsystem of first layer is composed of m[1,j] component groups, which 

are connected to a first level common bus. Finally, the component group gj is composed of m[g,j] 

components in parallel, and each component group has 

 random performance requirements W[g,j] that need to be met. As the basic unit of the system, component ej 

can generate random performance X[e,j]. In addition, the components are independent of each other, 

component is not affected by the  

Since this system has the multi-level performance sharing mechanism, if the performance of the 

component group can meet its own performance requirements, the surplus performance can be shared 

with other component groups connected to the same common bus, so that this subsystem can continue to 

share performance with other subsystems connected on the same common bus until passing the last level 

of common bus. However, sharing performance on the common bus is not completely free, so we assume 

that the common bus in each layer of subsystems has transmission capacity limitations, and the 

transmission capacity limitations are different. If the total amount of performance shared by the subsystem 

through the corresponding level common bus exceeds the transmission capacity limit of the common bus, 

the subsystem fails. In addition, if the i-1th layer subsystems in a certain ith layer subsystem share the 

performance with each other, the shared performance will occupy not only the transmission capacity of 

the ith level common bus, but also the transmission capacity of their internal i-1th level to first level 

 

 

constructed in this paper are more general, and they are suitable for reliability evaluation 

and optimization of multi-state systems with any layer. 

Theremainingofthispaperisarrangedasfollows.Thesecond section describes the structure of 

a multi-state system with multi-level common bus performance sharing. The third section 

proposes a system reliability evaluation algorithm based on the UGF technique. The fourth 

section introduces the component allocation mechanism, and the algorithm to optimize the 

component allocation. The fifth section gives some examples to illustrate the application of 

the proposed model, and analyzes the effect of different parameters on the system reliability. 

Finally, the full text is summarized in the sixth section. 
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III. SYSTEM RELIABILITY EVALUATION MODEL 

 

The UGF technique is a method of representing the probability distribution of multi-state system 

performance, which is widely used in the research of reliability analysis and optimization of multi-state 

system. 

 The UGF is a polynomial used to represent the distribution of a discrete random variable. The exponent 

represents all possible realization values of the random variable, and the coefficient is the probability 

corresponding to the realized value. This algorithm is used as a basic tool for the probability calculation of 

discrete random variables, and its expression is polynomial summation. 

Suppose all possible values of discrete random variable X are x(b), b = 1,2,...,B, and the probability of 

occurrence corresponding to all values is P{X = x(b)} = p(b), b = 1,2,...,B, the UGF of the discrete random 

variable X is: 

B u(z) = Xp(b) · zx(b). b=1 

In this paper, we use the UGF technique to establish the following system reliability evaluation model. 
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Based on the above definition, assuming that the performance of the component X[e,j] also presents a 

discrete random distribution. Then the probability distribution of the performance of the component ej 

can be expressed as the following UGFe: 

B[e,j] 

 u  zx[e,j](b[e,j]),  

b[e,j]=1 

In the Eq. (1),  represents the possible performance value of the component ej, and p  

represents the probability that the performance value of the component is x . There are B[e,j] 

possibilities. 

Because the component group gj is composed of components in the set M[g,j], the performance of the 

component group gj is equal to the sum of the cumulative performance of the m[g,j] 

componentsthatmakeupthecomponentgroup.Among them, the cardinality of the set M[g,j] is equal to the 

number of components in the set, that is, . 

Therefore, the probability distribution of the performance of the component group gj can be expressed 

as the following UGFg: 

,...,u  

 B  

,...,  

 

 B[e,ε]B  

= X ... X Pk∈M[g,j] x[e,k](b[e,k]) b[e,ε]
=1 b[e,τ]

=1 ·z 

B[g,j] 

 ,  

b[g,j]=1 

Since each component group gj has requirements that need to be met, and the performance 

requirements W[g,j] obey a discrete random distribution,the probability distribution ofits performance 

requirements can be expressed as the following UGFw: 

B0 

 ,  

b  

where j ∈ {1,2,...,M}. 

In the Eq. (3), represents the possible requirements value of the component group gj, there 

are B0
[g,j] types in total, and p  represents its corresponding probability. 

From this, we can get the UGFg’ of the component group in all states. 

 

where j ∈ {1,2,...,N}.  
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  B  

b[ g,j]=1 ,    

 = ⊗  B0[g,j] 

  b0[gP,j]=1 p   

B[g,j]× p0  0 X 

= 

b 

B00 

,  

b  

where j ∈ {1,2,...,M}, B00
[g,j] indicates that the number of performance values and requirements values that 

can be achieved simultaneously by the component group gj, and p  is the corresponding 

probability. 

If the component group gj fails to meet the requirements, the component group needs to 

borrow performance from other component groups with 

surplus performance through the common bus to meet their requirements. The borrowed performance is 

w . If the component group meets the requirements, the component group can lend 

performance to other component groups with deficient performance through the common bus to save 

resources. The lent performance is x . 

Then the probability distribution of the deficient or surplus performance of the component group gj can 

be expressed as the following UGFg’’: u  

 B[00 ]   

  ,  ,(5) 

b00 

·z 

where j ∈ {1,2,...,M}. 

In the Eq. (5), max  represents the deficient performance value of the 

component group gj, and max represents the surplus performance value of 

the component group gj. In addition, in any state, the performance of the component group gj can only be 

expressed in one of the following three situations: (1)The performance just meets the requirements; 

(2)The performance is deficient; (3)The performance is surplus. 

That is 

 

,  min n= 0. 
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max xw 

Because the first layer subsystem S1j is composed of component groups in the set M[1,j], the performance 

of the first layer subsystem S1j is equal to the sum of the cumulative performance of the m[1,j] component 

groups that make up the subsystem. In the same way, the deficient and surplus performance of the first 

layer subsystem S1j is also equal to the cumulative sum of the deficient and surplus performance of the 

m[1,j] component groups that make up the subsystem. Among them, the cardinality of the set M[1,j] is equal 

to the number of components in the set, that is, . 

Therefore, the probability distribution of the deficient and surplus performance of the first layer 

subsystem S1j can be expressed as the following UGFS1: 

u ,...,u  

B[1,j] 

X 

 = p 

b[1,j]=1 

where j ∈ {1,2,...,m  

Pjθ=0 m[1,θ], m[1,0] = 0. 

In Eq. (6), u[g,ε](z),...,u[g,τ](z) represents the UGFg’’ of the probability distribution of the deficient and 

surplus performance of all component groups in the first layer subsystem S1j. Because the deficient and 

surplus performance of the first layer subsystem is equal to the cumulative sum of the deficient and 

surplus performance of the component groups that make up the subsystem. Therefore, in the second 

equation of Eq. (6),  represents the overall deficient performance of the first layer subsystem S1j, 

and s  represents the overall surplus performance of the first layer subsystem S1j. In addition, 

p represents the probability when its deficient and surplus performance are d  and 

s  respectively, where 

1, and any first layer subsystem S1j has B[1,j] possible deficient and surplus performance 

values. 

Because all component groups in the first layer subsystem S1j are connected to a first level common bus, 

these component groups can share performance through this common bus, but the total amount of 

shared performance must not exceed the limit of the common bus transmission capacity C[1,j]. If the limit 

is exceeded, the system will fail. Therefore, if the deficient performance of the first layer subsystem S1j is 

greater than the transmission capacity of the first level common bus, that is, d  0. It 

means that the subsystem cannot make up for the deficient performance after sharing the performance, 

and cannot meet the requirements of the component groups in this subsystem, resulting in system failure. 

When calculating the system reliability, the probability of this state can be ignored. If the deficient 

performance of the first layer subsystem S1j is less than or equal to the transmission capacity of the first 

level common bus, that is, C  0. It shows that the subsystem can make up for deficient 

performance through performance sharing. At this time, the system may have two states. One state is 

d , which means that the performance provided by the component group with surplus 

performance in the first layer subsystem cannot make up for the component group with deficient 

performance. The subsystem still needs to borrow performance from other subsystems at the same layer, 

and the total amount of borrowed performance is d . The other state is s[1,j] 

b[1,j , which means that the component groups with surplus performance in the first layer 
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subsystem can provides enough performance to make up for the component group with deficient 

performance. After sharing, the remaining performance can be lent to other 

U[1,j](z) = f u  

subsystems at the same level, but the total amount of sharing shall not exceed the limit of the 

transmission capacity of the common bus, the total amount of lent performance is 

, C . 

Then the probability distribution of the performance that the first layer subsystem S1j still needs to 

borrow or can lend at most can be expressed as (7), shown at the bottom of the page, UGFS1’, where j ∈ 

{1,2,...,m1}. I() is a conditional function. When the condition in brackets is satisfied, the result is 1, 

otherwise it is 0. 

If there is performance loss in the transmission process, and the total amount of performance loss is 

approximately proportional to the total amount of performance transmission. Then the probability 

distribution of the performance that the first layer subsystem S1j still needs to borrow or can lend at most 

can be expressed as (8), shown at the bottom of the page, UGFS1’’, where ω represents the loss rate of 

performance during transmission. 

Because the performance is lost during the transmission process, the system can work normally if and 

only if the total amount of performance transmitted over the common bus is less than or equal to the 

transmission capacity limit. Therefore, under the condition of d  

C[1,j], if d[1,j] b[1,j , it means that the total amount of effective transmission of surplus 

performance in the subsystem cannot meet its deficient performance. The subsystem still needs to 

borrow performance, and the total amount is d . 

If (1 − ω)s[1,j] b[1,j , it means that the total amount of effective transmission of surplus 

performance in the system can meet its deficient performance. After the shared performance of the 

system meets its deficient performance, the remaining performance can still be lent, but it cannot exceed 

the transmission capacity limit of its common bus, that is, the total amount of remaining performance is 

. 

 

Therefore, the probability distribution of the deficient and surplus performance of the nth layer 

subsystem Sn can be expressed as the following UGFSn: 

u ,...,U  

U[i,j](z) = f u  

B[n] 

X 

 = p,  

b[n]=1 

where m[n] represents the number of n-1th layer subsystems in the nth layer subsystem. 
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In the second equation of Eq. (  represents the total amount of deficient performance of the 

whole system, and s  represents the total amount of surplus performance of the whole system. 

Therefore, the system can work normally if and only when the total amount of deficient performance of 

the system is less than or equal to the total amount of surplus performance of the system and the 

transmission capacity of the nth level common bus. 

Therefore, the overall reliability of the system can be calculated by the following equation: 

B[n] 

X 

R= I d. 

b[n]=1 

 

If there is performance loss in transmission, the system can only work normally if the system just meets 

the deficient performance by adopting the performance sharing mechanism, and the total amount of 

transmission through the common bus should be less than or equal to the total amount of surplus 

performance and the transmission capacity of the common bus. Therefore, the overall reliability of the 

system is 

! 

R P . 

 

  

 

 

IV. OPTIMIZE COMPONENT ALLOCATION 

 

In this section, we establish the component allocation mechanism, and define the position of each 

component in the system. In addition, we use GA to optimize the allocation of components in the system, 

which is of practical significance to improve the reliability of the system. 

m1 first layer subsystems, m2 second layer subsystems...and so on, and finally form mn nth layer 

subsystems. In the initial construction of the system, the whole system is regarded as an nth layer 

subsystem, so mn is essentially equal to 1, that is mn ≡ 1. 

According to the previous definition, during the operation of the system, each component group gj has a 

requirements W[g,j] that needs to be met. In addition to using the common bus sharing performance to 

improve system reliability, the initial component allocation can also be used to meet the requirements of 

each component group as much as possible to reduce the probability of system failure. In practical 

engineering design, optimizing component allocation plays an extremely important role in improving 

system reliability. Therefore, it is necessary to plan the component allocation before the system runs. 

In this study, we assume that the system structure is known and fixed, that is, the number of subsystems 

and component groups at different layers in the system, and the relationship between them are 

determined. Through the following operations, the subsystems of different layers that each component 

group belongs to can be identified quickly. 

the set Er should be allocated to the r − m[1,0] + ··· + m[1,j]th component groups of the j+1th subsystem of 

first layer. 

In this case, let j + 1 = r1, when r1 satisfies the 
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following conditions, m[2,0] + ··· + m[2,j] < r1 ≤ m[2,0] + ··· + m[2,j+1],m[2,0] 

 = 0,  

the set Er should be allocated to the r − m[1,0] + ··· + m[1,j]th component groups of the r1 − m[2,0] + ··· + 

m[2,j]th subsystem of first layer of the j+1th subsystem of second layer. 

(3)By analogy,letj+1 = ri,whenri satisfiesthe following conditions, 

m[i+1,0]+···+m[i+1,j] <ri ≤ m[i+1,0] + ··· + m[i+1,j+1], 

m[i+1,0] = 0, 

 

the set Er should be allocated to the r − m[1,0] + ··· + m[1,j]th component groups of ...of the ri 

[i 1,0] [i 1,j] th subsystem of ith layer of the j+1th subsystem of i+1th layer. 

(4) Until i = n − 2, let j + 1 = rn−2, when rn−2 satisfies the following conditions, 

m[n−1,0]+···+m[n−1,j] <rn−2 ≤m[n−1,0]+··· + m[n−1,j+1], 

m[n−1,0] = 0, 

 

the set Er should be allocated to the r − m[1,0] + ··· + m[1,j]th component groups of ...of the 

rn th subsystem of n-2th layer of the j+1th subsystem of n-1th layer. 

At this time, the set E composed of N components is divided into M disjoint sets Er,r ∈ {1,...,M}. In the 

allocation process, each component ej has M different options, and there are MN allocation schemes in 

total. 

Suppose the allocation scheme is L ,...,MN , and the system reliability is different under 

different allocation schemes. Therefore, the optimal component allocation scheme is the scheme that 

maximizes the system reliability, which is 

 maxR(L(a)),a ∈ n1,...,MN o.  

Accordingtothedefinitioninthispaper,thesystemreliability of different schemes can be obtained by  

However, for a complex system with numerous components, it is not easy to find the optimal component 

allocation scheme. Because the number of component allocation schemes is MN and exhibits an 

exponential growth. It is necessary to calculate MN times to find the scheme that maximizes the system 

reliability. Therefore, in order to simplify the calculation process, we use GA to solve the component 

allocation problem. 

V. GENETIC ALGORITHM 

 

In previous studies, GA has been proven to be an effective optimization method to solve a large 

number of complex problems in engineering systems . Based on Darwin’s theory of evolution, the 

algorithm simulates the process of biological evolution to search for the optimal solution globally. The 

GA starts with the initial population that represents part of the feasible solution to the optimization 

problem. According to the individual’s adaptation to the environment, select some individuals with 

higher fitness to reproduce and produce the next generation (the new solution). Gene crossover and 

mutation occur during reproduction. Crossover is to use the chromosomes of a pair of preferred 
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individuals as parent genes, and form a new offspring gene after cross recombination. The offspring 

formed by the crossover will inherit some of the traits of their parents. Mutation is to make minor 

mutation in the offspring gene, so as to avoid the optimization results converging to the local 

optimum. After n generations of natural selection, the offspring with low fitness will be gradually 

eliminated, and finally the optimal solution with the highest fitness will be searched for. 

VI. ENCODING AND DECODING OF THE SOLUTION 

 

When using GA to solve specific problems, the coding process, decoding process, calculation process 

and fitness value of the solution must be defined. 

The first step in writing a GA is coding. Therefore, we assume that any allocation scheme can be 

encoded as a string H = {h1,h2,...,hN }, where hi = 1,2,...,M represents the allocation scheme of component 

ei, that is, which component group the component ei is allocated to. Conversely, the allocation of any 

component can also be decoded from the string. 

The crossover and mutation operations of strings in GA are defined as follows. Randomly select a pair 

of parental strings H1 and H2 from the population for genetic crossover, then any character hi in the 

offspring string O has a 50% probability of coming from the parental string H1 or H2. In the process of 

mutation, the character hi at the random position of the offspring string O may change slightly. 

In addition, the new solutions generated after crossover and mutation need to be decoded and 

evaluated for fitness. In this optimization problem, the fitness function for evaluating individual fitness is 

the system reliability R in section III. 

 

VII. NUMERICAL EXAMPLES  

 

In this section, first of all, we use a set of numerical values to demonstrate the system reliability 

evaluation model established in section III. Secondly, we analyze the effect of different parameters in the 

system on the reliability. Finally, we use the computer programming language Python to write GA to 

solve the optimal component allocation scheme of the system, so as to study how to allocate the 

components to improve the system reliability. 

We assume that the system structure is shown in Figure 2. The system is a three-layer multi-state system 

with 14 components, which are allocated to 8 different component groups, namely E1 = {e1,e2}, E2 = {e3}, 

E3 ={e4,e5,e6}, E4 = {e7,e8}, E5 = {e9}, E6 = {e10,e11}, E7 = {e12,e13}, 

E8 = {e14}. 

The probability distribution of the performance of the 14 components in the system is shown in Table 1. 

The probability distribution of the performance requirements of the 8 component groups in the system 

is shown in Table 2. 
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The system shown above has three-level common bus sharing performance, a total of six. Its 

transmission capacity limit is C[1,1] = C[1,2] = C[1,3] = C[1,4] = C[1,5] = 5, C[2,1] = C[2,2] = C[2,3] = 10,C[3] = 

15respectively.Ifthere is performance loss during transmission, assume that the line loss rate ω = 0.1. 

Use the system reliability evaluation model to calculate the system reliability: 

(1) Probability distribution of component performance 

u[e,1](z) = 0.1z0 + 0.9z5 u[e,2](z) = 0.2z0 + 0.8z10 u[e,3](z) = 0.15z0 + 0.85z20 u[e,4](z) = 

0.1z0 + 0.9z10 u[e,5](z) = 0.4z0 + 0.6z30 u[e,6](z) = 0.25z0 + 0.75z25 u[e,7](z) = 0.3z0 + 

0.7z20 u[e,8](z) = 0.05z0 + 0.95z20 u[e,9](z) = 0.2z0 + 0.8z15 u[e,10](z) = 0.5z0 + 0.5z15 

u[e,11](z) = 0.25z0 +0.75z30 u[e,12](z) = 0.1z0 + 0.9z35 u[e,13](z) = 0.15z0 + 0.85z20 

u[e,14](z) = 0.4z0 + 0.6z10 

(2) The probability distribution of the performance of the component group 

α[g,1](z) = 0.02z0 + 0.08z10 + 0.18z5 + 0.72z15 α[g,2](z) = 0.15z0 + 0.85z20 

α[g,3](z) = 0.01z0+0.03z25+0.015z30+0.045z55 + 0.09z10 

+0.27z35 + 0.135z40 + 0.405z65 α[g,4](z) = 0.015z0 + 0.32z20 + 0.665z40 α[g,5](z) = 0.2z0 + 

0.8z15 α[g,6](z) = 0.125z0 + 0.375z30 + 0.125z15 + 0.375z45 α[g,7](z) = 0.015z0 + 0.085z20 

+ 0.135z35 + 0.765z55 α[g,8](z) = 0.4z0 + 0.6z10 0.05z25 + 0.95z35 β[g,4](z) = 0.2z10 + 

0.8z30 β[g,5](z) = 0.9z5 + 0.1z20 β[g,6](z) = 0.05z15 + 0.95z30 β[g,7](z) = 0.4z20 + 0.6z40 

β[g,8](z) = 0.25z5 + 0.75z10 

(3) Probability distribution of deficient and surplus performance of component groups 
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u[g,1](z) 

= 0.132z{10,0} + 0.014z{15,0} + 0.528z{0,0} 

+0.11z{5,0} + 0.216z{0,5} 

u[g,2](z) 

= 0.0225z{5,0} + 0.1275z{15,0} + 0.1275z{0,15} 

+0.7225z{0,5} 

u[g,3](z) 

= 0.086z{25,0} + 0.0095z{35,0} + 0.258z{0,0} 

+0.0285z{10,0} + 0.129z{0,5} + 0.01425z{5,0} 

 

(4) The probability distribution of the performance requirements of the component group 

β[g,1](z) = 0.3z10 + 0.7z15 β[g,2](z) = 0.15z5 + 0.85z15 β[g,3](z) = +0.387z{0,30} + 0.04275z{0,20} + 

0.0045z{15,0} 

+0.0135z{0,10} + 0.00675z{0,15} + 0.02025z{0,40} 

 

+0.387z{0,30} + 0.04275z{0,20} + 0.0045z{15,0} 

+0.0135z{0,10} + 0.00675z{0,15} + 0.02025z{0,40} 

u[g,4](z) 

= 0.259z{10,0} + 0.012z{30,0} + 0.596z{0,10} 

+0.133z{0,30} u[g,5](z) 

= 0.26z{5,0} + 0.02z{20,0} + 0.72z{0,10} 

u[g,6](z) 

= 0.125z{15,0} + 0.11875z{30,0} + 0.375z{0,15} 

+0.3625z{0,0} + 0.01875z{0,30} 

u[g,7](z) 

= 0.057z{20,0} + 0.009z{40,0} + 0.034z{0,0} 
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+0.513z{0,15} + 0.081z{5,0} + 0.306z{0,35} 

u[g,8](z) 

= 0.1z{5,0} + 0.3z{10,0} + 0.15z{0,5} + 0.45z{0,0} 

(5) Probability distribution of deficient and surplus performance of the first layer subsystem 

u[1,1](z) 

= 0.07029z{15,0} + 0.01683z{25,0} + 0.01683z{10,15} 

+0.09537z{10,5} + 0.01434z{20,0} + 0.001785z{30,0} 

+0.001785z{15,15} + 0.037655z{15,5} + 0.01188z{5,0} 

+0.06732z{0,15} + 0.38148z{0,5} + 0.002475z{10,0} 

+0.014025z{5,15} + 0.084335z{5,5} + 0.02754z{0,20} 

+0.15606z{0,10} 

 

 

u[1,2](z) 

= 0.086z{25,0} + 0.0095z{35,0} + 0.258z{0,0} 

+0.0285z{10,0} + 0.129z{0,5} + 0.01425z{5,0} 

+0.387z{0,30} + 0.04275z{0,20} + 0.0045z{15,0} 

+0.0135z{0,10} + 0.00675z{0,15} + 0.02025z{0,40} 

u[1,3](z) 

= 0.259z{10,0} + 0.012z{30,0} + 0.596z{0,10} 

+0.133z{0,30} u[1,4](z) 

= 0.03975z{20,0} + 0.033375z{35,0} + 0.0975z{5,15} 

+0.09425z{5,0} + 0.004875z{5,30} + 0.002375z{50,0} 

+0.0075z{20,15} + 0.000375z{20,30} + 0.09z{15,10} 

+0.0855z{30,10} + 0.27z{0,25} + 0.261z{0,10} 

+0.0135z{0,40} 

u[1,5](z) 

= 0.0057z{25,0} + 0.0171z{30,0} + 0.00855z{20,5} +0.02565z{20,0} + 0.0009z{45,0} + 0.0027z{50,0} 
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+0.00135z{40,5} + 0.00405z{40,0} + 0.03985z{5,0} 

+0.0183z{10,0} + 0.0051z{0,5} + 0.0153z{0,0} 

+0.0513z{5,15} + 0.1539z{10,15} + 0.07695z{0,20} 

+0.23085z{0,15} + 0.0243z{15,0} + 0.01215z{5,5} 

+0.0306z{5,35} + 0.0918z{10,35} + 0.0459z{0,40} 

+0.1377z{0,35} 

1) THE PERFORMANCE OF THE COMPONENT 

Taking the system established in section V-A as an example. We fix all parameters except the 

performance of the component, and increase the performance of all components in the system by 

5 units in order to study the effect of different performance of components on system reliability. 

The calculation results are shown in Table 3 below. 

The results show that under the condition that other parameters remain unchanged, regardless of 

whether there is performance loss during the transmission process, the system reliability will 

increase with the increase of the performance of the component. At the same time, we tested the 

two assumed transmission modes, that is, transmission without performance loss and transmission 

with performance loss. It has been proved that the system reliability will decrease with the loss of 

performance in the transmission process. 

 

 

2) THE PERFORMANCE REQUIREMENTS OF THE COMPONENT GROUP 

Taking the system established in section V-A as an example. 

We reassume C[1,1] = C[1,2] = C[1,3] = C[1,4] = C[1,5] = 25, C[2,1] = C[2,2] = C[2,3] = 20, C[3] = 15. In addition 

to the performance requirements, other parameters remain unchanged, so as to compare the system 

reliability under different performance requirements. The calculation results are shown in Table 4 below. 

It can be seen from Table 4 that regardless of whether there is performance loss during 

the transmission process, when the performance requirements of the component 

group increase, the system reliability will decrease accordingly. This is the same as the 

definition of system reliability in this paper. Increasing the performance requirements 

of component groups will reduce the number of component groups that meet the 

requirements and reduce the overall reliability of the system. 

3) THE TRANSMISSION CAPACITY OF THE COMMON BUS 
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Taking the system established in section V-A as an example. We fix all parameters except the transmission 

capacity of the common bus, and increase the transmission capacity of the common bus at all levels of the 

system in order to study the effect of different transmission capacities on system reliability. The 

calculation results are shown in Table 5 below. 

From the calculation results, it can be seen that introducing the performance sharing mechanism into the 

system will improve the system reliability. Because, when the transmission capacity of the common bus 

increases, more units will meet the system requirements through sharing performance, thereby improving 

the overall reliability of the system. However, when the transmission capacity exceeds the total amount of 

performance that can be shared within the system, increasing the transmission capacity can no longer 

improve the system reliability. Secondly, under the different transmission capacity, the system reliability 

considering the performance loss is low. In addition, when the system has transmission loss and the 

transmission capacity is small, the reliability increase caused by the slight increase of transmission 

capacity is not obvious. 

4) THE TRANSMISSION LOSS RATE  

Taking the system established in section V-A as an example. 

We reassume C[1,1] = C[1,2] = C[1,3] = C[1,4] = C[1,5] = 25, C[2,1] = C[2,2] = C[2,3] = 20, C[3] = 15. Other 

parameters except the transmission loss rate remain unchanged, so as to compare the system reliability 

under the different loss rates. The calculation results are shown in Table 6 below. 

It can be seen from Table 6 that the system reliability will gradually decrease as the transmission loss 

rate increases. This shows that if there is performance loss in the transmission process, the higher the loss 

rate, the more performance loss, the fewer components can meet its own requirements, and the lower 

the system reliability. 

Table shows the effect of component allocation schemes on system reliability in different situations. We 

can see that the system reliability shown by the fixed allocation scheme and the optimized allocation 

scheme is different, and the optimal allocation scheme obtained by using the GA will significantly improve 

the system reliability. For example, in the first experiment, it is assumed that there is no performance loss 

during transmission. When the component 
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VIII  CONCLUSION  

 

Based on the practical engineering system, this paper proposes a multi-state system that considers multi-

level performance sharing and transmission loss. Different from the previous research on system reliability 

with common bus performance sharing, the system model established in this paper has universal 

applicability and can calculate the reliability of any layer of system in practical application. In this system, 

there is a common bus sharing performance in each layer of subsystems. All lower-layer subsystems 

connected to a common bus can share performance through this common bus to meet each other’s 

performance requirements. However, each common bus has its transmission capacity limit. If the total 

amount of shared performance exceeds the transmission capacity limit, the system will fail. In addition, 

we assume that there are two transmission modes. If the loss rate in the transmission process is low, the 

amount of loss in the transmission process is ignored. If the loss rate in the transmission process is high, 

the loss rate needs to be taken into account. As a result, we established a system reliability evaluation 

model with multi-level performance sharing by using UGF technique, and analyzed the effect of different 

parameters on system reliability. Then, we used GA to optimize the allocation of components in the 

system. Finally, it is proved by the above numerical experiments that these methods can significantly 

improve the overall reliability of the multi-layer system, including improving the performance of 

components, reducing the performance requirements of component groups, increasing the transmission 

capacity of the common bus, reducing the loss rate of transmission, and optimizing the allocation of 

components in the system. 

In the future research, this study can be expanded in the following aspects. First of all, in this paper, the 

system failure is only affected by the internal transmission capacity limitation, and other failure modes 

and external effects are not considered. Secondly, this paper assumes that the transmission capacity of 

the common bus is limited to a constant. In the future, it can be considered that the transmission capacity 

will also be randomly distributed. Finally, this paper only considers a transmission loss mode, that is, the 

amount of transmission loss is proportional to the total amount of transmission performance, and the 

influence of transmission distance can be taken into account in the future. 
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Fig: 

Architecture of Online Rental Things   

  

Fig: System Diagram for Rental Things  

   

Creating a system architecture diagram typically involves visual representation using various symbols and 

shapes. Here's a simplified textual representation of the components and their interactions for a rental 

system:   
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Components:   

• User Interface: Represents the front-end where users interact with the system.   

• Item Search & Display: Handles user queries, displays items, and may incorporate 

recommendation engine results.   

• Recommendation Engine: Provides personalized recommendations based on user preferences and 

item popularity.   

• Rental System (Backend/APIs): Manages the core logic of the rental system, including rental 

requests, reservations, agreements, and return processing.   

• Rental Manager: Coordinates rental-related operations, communicates with item and user 

databases.   

• Item Database: Stores information about available items, their status, and rental history.   

• User Database: Manages user profiles, rental history, and eligibility criteria.   

• Payment Processing: Interacts with a payment gateway for secure transaction processing.   

• Payment Gateway: Handles payment transactions securely, communicating with banking APIs.   

• Notification and Communication Module: Sends notifications to users about rental confirmations, 

return deadlines, and other updates   

This is a high-level representation, and depending on the specific requirements, you might need to include 

additional components, such as a logging system, security measures, and monitoring tools. Each box in 

the diagram represents a functional module or service, and the arrows indicate the flow of data or 

interactions between them.   

 

VI. IMPLEMENTATION AND ALGORITHMS   

 

A. Implementation: 

The core functionality of the system involves tracking crops through the supply chain securely. This is 

achieved through the following steps:   

1. User Registration: At the beginning of the Ecommerce website, each user is registered on the 

website with a unique identifier, including relevant details such as user name, password.   
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2. Data Transmission: After collection, data is transmitted to a firebase. This transmission may 

involve wireless technologies, such as Wi-Fi, cellular networks, or satellite connections, depending 

on the location and available infrastructure.    

3. Data Storage: Data is securely stored on cloud   

4. Data Processing and Analysis: The stored data is processed and analysed to derive valuable 

insights. Data processing may involve analytics, machine learning, and artificial intelligence 

techniques to identify trends, patterns, and anomalies in the Rental products.    

5. Products Recommendation: Products Recommendation algorithms are used to Recommendation 

products to the users.   

6. Payment Gateway: System will provide transaction methods like online, COD etc.   

  
Fig. 3. Data Flow Diagram   

  

B. Algorithms:   

Here's a step-by-step theoretical overview of a simplified algorithm for managing rentals:   

1. Item Representation: Each rental item is represented in a system, and relevant information such as item 

ID, type, availability status, and rental history is stored.   

2. User Interaction: Users can interact with the system to search for available items, request rentals, and 

return rented items.   

3. Search and Recommendation: Users can search for items based on criteria like type, availability, or 

other attributes. A recommendation system may suggest items based on user preferences or popular 

choices.   

4. Rental Request: Users initiate a rental request for a selected item. The system checks the item's 

availability and user eligibility (e.g., account status, rental history).   

5. Reservation: If the item is available and the user is eligible, the system reserves the item for the user, 

marking it as temporarily unavailable to others.   

6. Rental Agreement: Users review and agree to the rental terms, including rental duration, fees, and any 

conditions. The system records the agreement.   

7. Payment Processing: Users provide payment information, and the system processes the rental fees. This 

step may involve secure payment gateways.   

8. Notification: Users receive confirmation of their rental along with details such as pickup/delivery 

instructions and return deadlines.   

9. Item Pickup/Delivery: Users pick up the rented item or receive it through a delivery service. The 

system updates the item status to "rented."   

10. Rental Period: The system monitors the rental period, notifying users of upcoming return deadlines and 

handling any extensions or early returns.   

11. Return Request: Users initiate a return request through the system, indicating the item's condition.   

12. Return Inspection: The system may conduct an inspection of the returned item, checking for damage or 

discrepancies from the initial condition.   

13. Fee Calculation: Fees, if any (e.g., late fees or damage charges), are calculated based on the rental 

terms and item condition.   

14. Transaction Completion: The rental transaction is completed. Users receive a summary of the 

transaction, including any additional charges or refunds.   
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15. Feedback and Ratings: Users may provide feedback and ratings for the rental experience and the rented 

item. This information can be used for future recommendations.   

This step-by-step overview provides a high-level understanding of the rental process. Implementation 

details may vary based on the specific features and requirements of the rental system. 

  

VII. DISCUSSION 

AI techniques are increasingly deployed in different areas and for an increasing number of purposes. This 

brings both benefits and risks to society [14]. Among the risks are the use and abuse of AI systems with 

malicious intent. Even though the capabilities of AIenhanced technology might not always lead to more 

sophisticated attacks, they certainly have the potential to increase scale and reach. Cybercriminals will 

progressively integrate AI techniques and the use of AI systems in their plans. 

The risks presented in our overview are especially challenging when cybercriminals exploit systems 

during periods of societal instability. This is facilitated during the COVID-19 pandemic, which caused a 

growth in the number of people using online tools to work and socialize. The massive shift of social 

interaction to the online environment increased security vulnerabilities, which malicious actors already 

exploit at an alarming rate [126]. Not only were individuals and small businesses targeted; in fact, Interpol 

identified that cybercriminals focused on critical infrastructure, major corporations, and governments 

[127]. Given the potential impacts of such attacks, it is vital to consider and mitigate these risks. 

Some of the issues presented in this overview have been discussed elsewhere [15], [16]. However, in 

addition to adding novel types of threats in our typology (e.g. Membership Inference Attacks) and 

providing salient examples, we also provided a different classification than previous works. We divide the 

attacks between (1) AI-Enabled/ AI-Enhanced attacks and (2) vulnerabilities of AI models. We submit that 

such separation is helpful because different strategies can alleviate the risks 

Addressing challenges linked to vulnerabilities of AI models is highly dependent on the work of engineers 

and development teams. Developing robust AI systems is paramount. To this end, teams behind the 

development of algorithms should adhere to principles such as privacyby-design. Organizations, 

government bodies, and scholars are developing and fine-tuning impact assessment tools for AI systems 

[128]–[130]. Such tools help translate relevant principles (such as privacy, transparency and fairness 

[131]) into practical evaluations. Efforts to identify risks via impact assessments are already conducted for 

data protection compliance in many countries, and similar initiatives can be helpful to deal with the 

challenges presented by AI systems. 

When discussing ways of dealing with the risks presented by AI-Enabled/AI-Enhanced attacks, more is 

needed in prevention/proactive measures and adequate response. Given that regulatory frameworks and 

governance mechanisms might not be formulated at the same pace of technological advancements, it is 

vital to act proactively to reduce the risks outlined in this paper. Instead of finding one overarching 

solution, different sectors of society could gradually identify initiatives that can help build more resilience 

and preparedness. Initiatives with local communities, such as promoting data and information literacy, 

reducing digital divide gaps, and creating campaigns to raise awareness on AI-related threats can be a 

staring point. 

Finally, we wish to emphasize that when discussing the 

challengesposedbyAIsystems,oneshouldnotforgetthatt he possibilities are also limited. Some simple and 

easy tasks for humans (e.g., sensorimotor skills such as developing motor abilities through the senses) can 

be difficult or even impossible for computers to carry out. At the same time, some functions that are 

complex to humans can be quickly developed in AI systems (e.g., finding patterns in an extensive data 

set). This is the basis of what became known as Moravec’s paradox: ‘‘it is comparatively easy to make 

computers exhibit adultlevel performance in solving problems on intelligence tests of playing checkers, 

and difficult or impossible to give them the skills of a one-year-old when it comes to perception and 
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mobility’’ [132, p. 15]. Understanding the actual capabilities and limitations of emerging technologies 

such as AI is therefore critical for developing effective policies and strategies for living in a safer world. 

 

  

VIII . CONCLUSION   

In conclusion, developing an ecommerce website for our Smart Rental Application is here to make life 

easier for everyone. With this app, renting items and services becomes a breeze. We’ve put in a lot of 

effort to create something that’s user-friendly and super convenient. Now, you can rent what you need, 

when you need it, and do it all with confidence.   

In conclusion, the "Online Rental Things" project represents an innovative and promising solution to the 

challenges of underutilization of resources, inefficient access to items, and the growing demand for 

sustainability in our modern society. By facilitating the sharing of various items and resources through a 

user-friendly online platform, this project offers a range of advantages, including resource efficiency, cost 

savings, and community building.   

However, it's important to acknowledge the potential limitations and challenges associated with  such a 

venture These challenges include building user trust, ensuring the quality of items addressing regulatory 

concerns, and competing in a dynamic market   
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