www.ijcrt.org © 2024 1JCRT | Volume 12, Issue 8 August 2024 | ISSN: 2320-2882

IJCRT.ORG ISSN : 2320-2882

éﬁ"m INTERNATIONAL JOURNAL OF CREATIVE
A Y/ RESEARCH THOUGHTS (IJCRT)
@E% An International Open Access, Peer-reviewed, Refereed Journal

Advancements In Face Recognition: A Survey Of
Methodologies In Computer Vision

Namrata M. Pagare, Somnath D. Prajapati , Bisma M. Shaikh, Ashwini S. Gawali, Saurabh M. Raut

Assistant Professor, Student, Student, Student, Student
Computer Engineering,
K.K. Wagh Institute of Engineering Education and Research, Nashik, India

Abstract: Face recognition is a technology that identifies and verifies individuals by analyzing unique patterns
based on their facial features. Different methods are used to make face recognition systems accurate and
efficient. This paper offers diverse methodologies used in computer vision, focusing on face detection,
recognition, and manipulation detection. Techniques such as detecting CNN-synthesized images involve
training classifiers and creating datasets to identify forged images, while joint 3D face reconstruction and
recognition methods optimize accuracy using deep neural networks. Additionally, 3D decomposition and
composition search strategies aim to detect facial forgeries, and dimensionality reduction via PCA enhances
computational efficiency. Low-light image enhancement techniques improve image quality, aiding in tasks
like face detection, while face detection and recognition using face mesh and DNNs utilize advanced
algorithms for accurate identification.

Index Terms - Face recognition, Unique patterns, CNN-synthesized images, 3D face reconstruction, Deep
neural networks,3D decomposition, PCA.

l. INTRODUCTION

Face recognition is a technology that identifies people by analyzing their faces, and it’s really important in
areas like security and technology. This paper looks at how face recognition has been improving and how it’s
used in different ways. This paper discusses new ways of recognizing faces. The key contributions include
synthesizing insights on emerging algorithms, such as CNNs and DNNSs [7], which have revolutionized face
recognition by achieving levels of accuracy and robustness. This paper highlights the advancements in 3D
mesh-based approaches, which offer enhanced robustness to pose and illumination variations compared to
traditional 2D methods [6] [7]. Using a deep CNN, the method predicts 3D Morphable Model coefficients,
achieving precise reconstruction across diverse datasets [1] [2], for accurate 3D face shape reconstruction from
2D images, aiming to improve performance in face recognition. By disentangling identity and non-identity
components in 3D face shapes, the method achieves accuracy results by optimizing both reconstruction
accuracy and face recognition simultaneously. A computer graphics-based decomposition method is introduced
to detect sophisticated forgeries, providing descriptors for faces through CG rendering and automating forgery
detection using a Composition Search strategy [3] [4]. RetinaFace with low-light image enhancement [6]
techniques are explored for effective face detection. Facial biometrics and various algorithms are used for
feature extraction [7]. Surgeons face challenges in reconstructing craniofacial structures, requiring generating
meshes from medical images, and aiding in accurate damage detection. 3D printing models from medical
images, with a crucial emphasis on 3D mesh generation for improved analysis in medical applications like
brain tumor detection [8]. Creating adversarial textured 3D meshes (AT3D) [9] with intricate topology to
deceive facial recognition systems. It utilizes a low-dimensional manifold based on the 3D Morphable Model
for efficient optimization. This allows for the creation of convincing 3D-printed masks that can evade detection
by black-box recognition models and bypass existing defensive mechanisms [9]. Various methods for face
recognition include Suspicious Forgeries Erasing (SFE), uses Forgery Attention Maps (FAM) to detect fake
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facial features [10]. AdvHat is an adversarial attack that tricks a popular Face ID model using a sticker on a hat
[11]. ArcFace, another face recognition system, has been targeted by adversarial attacks aimed at exploiting
vulnerabilities and deceiving the network with adversarial patches [12]. For video anomaly detection to identify
unusual events in surveillance footage. This approach aims to address resource constraints and improve
interpretability by using pre-trained Convolutional Neural Networks (CNNs) for feature extraction [14]. Deep
CNNs are effective in video face recognition, where aggregating original feature information is crucial for
capturing interdependencies among local components

Il. LITERATURE REVIEW
A. Disentangling features in 3D face shapes for joint face reconstruction and recognition

Joint 3D face reconstruction and recognition

Combined 3D facial recognition and reconstruction Deep neural networks for joint 3D face identification
and reconstruction. The technique seeks to concurrently maximize the accuracy of face recognition and 3D
face reconstruction. The method starts by training a deep neural network using a large dataset of 3D face
shapes generated by a 3D Morphable Model (3DMM). Pre-training step helps the network to learn the basic
shape variations of human faces. After pre-training, the network is fine-tuned using a joint discriminative
feature learning and 3D face reconstruction process. This process involves optimizing the network to
disentangle identity- related features from nonidentity-related features in the reconstructed 3D face shapes.
By doing so, the network can better capture both identity sensitive and irrelevant features in the reconstructed
faces. To evaluate the performance of the proposed method, the authors conducted comprehensive
experiments comparing it with existing baseline methods. The results showed that the proposed method
achieved accuracy in both 3D face reconstruction and face recognition tasks [1]. [1].

B.Accurate 3D face reconstruction with weekly-supervised learning: From single image to image-set

Hybrid-level loss function

A combination of perception-level and image-level losses makes up the hybrid- level loss function. Low-
level information, such as per-pixel color and sparse 2D landmarks, is the focus of the image- level losses. The
dense photometric difference between the raw and reconstructed images is measured by the robust photometric
loss. To address difficult appearance variances, it applies an attention mask depending on skin color. The
landmark loss trains the network using 2D landmark locations as poor supervision. Conversely, the goal of the
perception- level loss is to direct the training with a deep face recognition network that has already been trained.
The cosine distance between the input image’s deep features and the reconstructed image is calculated. This
loss helps to capture higher-level information and improve the accuracy of the reconstructed 3D shape [2].

C. Tetrahedral 3D Mesh Generation for Medical Images

The Delaunay Triangulation Method

Using acute triangles in particular, this method entails forming a grid or mesh. To begin, select a point and
use the edges to construct triangles. Next, circumcircles are made by calculating the circumcenter, or the centers
of circles that go through each of a triangle’s three vertices. A mesh is created by repeating this process. A
variation of this technique is the VVoronoi Diagram, in which the distances between vertices are used to produce
points for the subsequent level. The Delaunay Triangulation is often the Dual graph of the VVoronoi Diagram.
The marching cubes algorithm, which is frequently used to create 3D models, is another approach that was
discussed. The values at each pixel are treated as the corners of a three-dimensional cell, and the input is a 3D
model. The algorithm visits each cell in the 3D volume, performs triangulation to represent the iso-surface
passing through the cube, and combines the individual cubes into the final surface [3].

D. CNN-generated images are surprisingly easy to spot for now

Detecting CNN-synthesized images
Detecting CNN synthesized images Convolutional neural networks (CNN’s) and real images are
distinguished from one another using binary classifiers that are trained using this technique. Real training
images are used as negative examples, and false visuals are created. The performance of the classifiers is
assessed using a brand-new dataset called the ForenSynths dataset. To evaluate the classifiers’ accuracy and
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capacity for generalization, they are put to the test using the ForenSynths dataset and more recent CNN models
like StyleGAN2. Enhancement methods including scaling, blurring, and JPEG compression are used to
enhance the robustness and generalization of the classifiers. Analysis of frequency is carried out to examine
the artifacts produced by CNNs. By successfully identifying CNN synthesized images, this technique solves
issues with image authentication, content moderation, and cybersecurity [6].

E.Face Recognition Using Machine Learning Models - Comparative Analysis and impact of
dimensionality reduction

Dimensionality reduction using PCA

Dimensionality reduction using PCA A method for reducing the number of features or variables in a dataset
while keeping the most crucial information is dimensionality reduction using PCA (Principal Component
Analysis). The way it functions is by converting the high-dimensional initial data into a lower- dimensional
space. The directions in the data that capture the most variation are identified by PCA as the main components.
Since these principal components are not coupled, they are orthogonal to one another. The data’s variance is
most fully captured by the first principal component, which is followed by the second, third, and so on. PCA
enables us to represent the data in a lower-dimensional space by choosing a subset of the principle components
that account for a sizable amount of the variance. This dimensionality reduction can aid in noise reduction,
data simplification, and computational efficiency enhancement. PCA can be used to minimize the
dimensionality of facial features in the context of face recognition, which facilitates and expedites the
completion of classification or recognition tasks [9].

F. Low-light face detection using Deep Learning

Low-Light Image Enhancement

Low-light image Enhancement refers to the process of improving the quality and visibility of images that
are captured in low-light conditions. It involves applying various techniques and algorithms to enhance the
brightness, contrast, and details of dark images, making them more visually appealing and easier to analyze.
These techniques can include methods like Retinex, Adaptive Gamma Correction, and Histogram Equalization,
among others. The goal of low-light image enhancement is to enhance the visibility of objects and details in
images that are captured in low-light environments, ultimately improving the accuracy and performance of
various computer vision tasks, such as face detection [10].

G. Face Detection and Recognition Using Face Mesh and Deep Neural network

Face detection and recognition using face mesh and DNN

Face detection and recognition with DNN and face mesh There are various phases involved in face detection
and recognition utilizing face mesh and deep neural networks. Initially, a face in an image or video is found
and identified using the face detection method. This is accomplished by examining the image’s patterns and
features to see if a face is visible. The face mesh algorithm is used to extract facial landmarks after the face has
been recognized. The locations of the mouth, nose, eyes, and other facial features are among these markers.
Even if the image just shows a portion of the face, the face mesh aids in reconstructing the entire face. Next, a
DNN is trained using a dataset of labeled face images. The neural network learns to recognize and classify
different faces based on the extracted facial features. The training process involves feeding the network with a
large number of face images and adjusting the network’s parameters to minimize the error in recognizing the
correct face. During the testing phase, the trained neural network is used to compare the facial landmarks of a
test image with the landmarks of the training images. If there is a match, the model outputs the name of the
person associated with the matching image. If there is no match, the model outputs” unknown” indicating that
the person is not recognized. [11].

H. Towards Effective Adversarial Textured 3D Meshes on Physical Face Recognition

Adversarial Texture and Shape Attack on 3D facial Recognition

A technique called AT3D (Adversarial Texture and Shape Attack on 3D facial Recognition) tries to trick
and avoid real facial recognition systems. It uses the 3D Morphable Model (3DMM) to alter the texture and
shape of a 3D face in order to create hostile textured meshes. Through optimization in the 3DMM low-
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dimensional coefficient space, AT3D may produce adversarial meshes that can elude defenses in physical face
recognition systems and trick black-box recognition models. Experiments conducted in both the digital and
physical worlds have proven the usefulness of AT3D. [12].

I. . Face Forgery Detection by 3D Decomposition and Composition Search

3D decomposition and composition search

3D decomposition and composition search One method for detecting face forgeries is 3D decomposition and
composition search. Using this method, a face image is broken down into multiple elements, such as lighting,
identity texture, common texture, and 3D geometry. To extract traits that can aid in the detection of forgeries,
these elements are automatically analyzed and integrated in the most effective manner feasible. Finding the
most beneficial parts and the best ways to combine them is the process. Using a composition search method,
the best architecture for extracting forgery features is automatically found throughout this search. This method
seeks to find any anomalies or inconsistencies that can point to an altered or falsified image by breaking down
the facial image and examining its constituent parts [14].

I11. CONCLUSION

In conclusion, this paper outlines the recent advancements in face recognition technology, focusing on methods
like 3D face reconstruction, CNN-synthesized image detection, and lowlight image enhancement. These
techniques, driven by deep learning and computer vision, aim to enhance accuracy and robustness in face
recognition systems. Additionally, the paper discusses the significance of these advancements in diverse fields
such as security, healthcare, and cybersecurity. Overall, these methodologies contribute to more efficient and
reliable face recognition systems with broad applications.
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