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Abstract: The rapid growth of cloud computing and social networks is increasing day by day. So, if health
care applications can deploy this technology, then the patients can store their privacy data in cloud storage
and can share their feelings with other patients. For providing high security to patient health care records in
this system we implemented a secure data distribution with an Identity-based cryptography technique. The
patients can upload their electronic health records to cloud storage and share them to concern doctors with an
identity-based encryption technique. The authorized doctors can access patient health records and respond to
them securely. In this system we also use proxy re-encryption for doctors if they are not able to solve those
cases then they can go with help of a specialist to cure it. While encrypted health care records sharing with
specialists from doctors then no one can get the knowledge of those sensitive data. As well as patients can
search for getting friends with their symptoms by profile matching technology securely.
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I.INTRODUCTION

In cloud computing, the data owner can store huge
of data securely for a long time. This sensitive data
can access by authorized users remotely from
anywhere. By using cloud computing the health
care records can be shared with destination people
through the network with help of a cloud service
provider. The health providers can distribute these
electronic health records to doctors secure which
are shared by patients [1]. Now a day’s people are
spending their time on social networks so that they
are willing to share their personal health records

with doctors and specialists for better health

causes. In this health care social network [2], the
patients share their data like drugs and treatment
through the cloud there is a chance to lose security.
The data owners (patients) can’t control the cloud
server if the security is breached because the cloud
is un-trusted. So that patients should encrypt their
health records before outsourcing them to a cloud
storage server and share with doctors and

specialists.

The previous techniques provided many

cryptography
encryption [3] which is a key pair-based technique,

techniques  like  public-key

it can use a public key for encryption and a private
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key for decryption. But using this cryptography
technique the data can’t share with multiple users
at a time. In our system by using identity-based
cryptography, patients can share their data with a
group of doctors by applying an access policy on
ciphertext data. In this system, the public key is the
same for all users but everyone has their own
private key with their user identity. The patients
can make it ciphertext with help of a public key and
share to consider doctors. The doctors can access
the cloud data with help of their individual private
keys. But these ciphertexts data can’t share with a
specialist so implementing proxy re-encryption can
overcome this problem. The doctors can generate a
re-encryption key with help of an attribute key and

generate a ciphertext and sharing to a specialist.

I1.RELATED WORKS

Zheng et al. [4] implemented an attribute-based
encryption algorithm for encrypting the electronic
health records as well as presenting access control
over the data owner data which means they can
control the cloud data by providing accessing
permission. This kind of data can be accessed by
those who can satisfy the access policy. Even using
attribute-based encryption for providing fine-
grained access control over EHRs, there is a
drawback of heavy computation process while

getting the encryption and decryptions stages.

Chen et al. [5] introduced the Identity-based
signature technique for providing the security of
health care records in cloud computing. In this
system, patients can generate the signatures by
taking input as EHRs and share to doctors through
a cloud server. Then the doctors can verify the
signature and access the data if it is valid or

otherwise not accessed. There is a problem with

group data sharing with a single signature as well
as generating the signature for large size files there
is a need to use large key size which leads to heavy

computation cost for generating the signature.

The proxy re-encryption algorithm  was
implemented by Bleumer et al. [6] for secure data
sharing in E-health cloud computing. The patients
can encrypt the records and store them in the cloud
later generate a re-encryption ciphertext with a re-
encryption key and share it with delegators. It
provided more security even cloud also cannot read
the shared encrypted data. But patients are unable
to provide access control of shared data which is
losing access permission there are chances to
access by everyone. To overcome the above all
problems we proposed ldentity-based encryption
by sharing data with doctors as well as by proxy re-
encryption doctors can share patient records
specialists with securely by providing fine-grained

access control.
I1l. SYSTEM IMPLEMENTATION

A. System Model:

o
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Fig.1 System model
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Figure.1l depicts identity-based encryption with
profile matching in cloud computing. This system

can have five modules, each one can explain below.

CA: In this system central authority can generate
attribute keys and private keys for patients, doctors,

and specialists.

Data User (Patient): Here the patient can register
into this system and get privileges keys to the
central authority. The patient encrypts the
electronic health records and outsources them into
the cloud as well as they can share those records
with authorized doctors. The patient can use profile
matching protocol by searching with disease
symptoms for making social relationships with

their wills.

Physician (Doctor): In this system doctors also
can register and get attributes keys and private keys
from the central authority. The doctors can decrypt
the patient’s healthcare records and responses to
patients with prescriptions. Sometimes they can
share the patient’s records with a specialist if they
encountered a problem. Hereby using proxy re-
encryption techniques doctors can securely share
the records with specialists with access policy

conditions.

Specialist: The specialist can get a private key by
registering into this system which is generated by
CA. The specialist can decrypt re-encryption data
with their private key and assist doctors with

advice.

CSP: The cloud service provider can monitor the
data storage and it can pretend to be semi-trusted
storage servers as well as they will respond to

patient’s profile matching requests.

B. Our proposed algorithm

Our proposed system of Identity-based encryption

consists of the following algorithms:
Syslnitializing:

This algorithm can take input as a system parameter
@ and generate outputs a public key PK and master
key MK.

Key Generation-1:

This algorithm inputs the public key PK and master
key MK, the identity ID of patients, doctors, and
specialists then it can generate the outputs as

individual private key SK.
Key Generation-2:

This algorithm inputs the public key PK and master
key MK, a set of doctor attribute S then it returns

the outputs as attribute key AK for doctors.
Encrypt EHR:

This algorithm can take -inputs public key PK,
doctor’s identities U, an access policy T, and the
patient report M then it returns the ciphertext CT by
applying the IBE algorithm.

Re-encryption Key Generation:

The algorithm can take inputs private key SK and
doctors attribute key AK with identity 1D, system
public key PK, and a specialist’s identity IDs then

it returns a re-encryption key RK.
Re-Encryption:

The algorithm inputs the re-encryption key RK of a
doctor, public key PK, and an initial the ciphertext
CT then It returns a re-encrypted ciphertext CT".

Decryption EHR (Doctor):

The algorithm inputs a secret key SK for a doctor,

a public key PK, and an initial the ciphertext CT
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then it returns the electronic health records M if the

doctor’s attributes satisfy the access policy T, User Identity( 1D )
otherwise, they were denied to access that report. mcharnai@homali.com
Decryption EHR (Specialist): Public Key { PK )

The algorithm inpUtS a secret key SK for a J6028525907483462176167 5656335743067 187 220806580

specialist, re-encrypted ciphertext CT’ then it Master Key ( MK )
returns the patient report M if the specialist’s 689956626817331532745068123020795320956246979804
attributes satisfy the access policy T, otherwise,

they were denied to access that report.

Decryption EHR (Patient): Fig.3 Private Key Generation for Patient, Doctor, and

Specialist
The algorithm inputs a secret key SK of a patient,
Attributes( $)
and the doctor responded ciphertext DCT then it
charanmaddpatiag@gmail com, Audiologist
returns the patient’s precautions reports and the
patient can download it. SRR
6028525007483462176167565¢ 74 6580
Profile Matching:
Master Key ( MK )
In the profile matching methodology, the patient U

can search with the symptom’s keywords like
fever, cold, etc with the cloud server then it will
return patient’s details whose symptoms are Fig.4 Attribute key generation for doctors

matched with searching keywords.
CipherText(CT)

07?71N&R} 007 Lo»aU)v. @-a0+§u"|
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Fig.2. System Setup for Public & Mater key m

Fig.5 Health Records Encryption
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Request Id

Message( M)

Patients and their parents presenting to the

) artment (ED) waiting
urban, tertary care children's hospital were

asked 10 use a Self-Report Tool, which consisted
of a questionnaire asking questions related 1o the

subjects’ current liness

DOWNLOAD

Fig.6 Health Records Decryption

Public key ( PK )
360285259074834621761675656335743067187220806580
Secret key ( SK )
1497257811688861366141757277943624821999951970703140639383!
Attribute key ( AK )
3098827329829442912259171548999650456668963645217683900392
Doctor Identity ( ID")
charanmaddipatia@gmail.com

Specialist's Identity

charanspecialist@gmail.com v

REKEYGEN

Fig.7. Proxy Re-enc key Generation

Fig.8 Proxy Re-Encryption

V. CONCLUSION

In this system, we proposed a secure identity-based
cryptography technique and profile matching. We
first apply the IBE algorithm which is allowed us
to patient encrypt health care recodes and share to
with a group of doctors securely. Later by
providing a proxy re-encryption algorithm doctors
can share the patient's sensitive data with a
specialist by applying access conditions. Finally,
by implementing profile matching, patients can
make a social relationship by finding friends with
disease symptoms. The proposed system results

show the effectiveness of the system security.
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