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Abstract:  The Embedded systems help humans to live a convenient life. Most of the devices employed are altered to work smart 

for the requirements of humans. Embedded systems are most popularly used in the field of electronics, aviation, communication, 

health care, home appliances, and many more. With the increasing use of the embedded system devices in our day-to-day lives, 

security threats have also risen at a corresponding rate. However, assuring security in the embedded systems has become an extreme 

challenge for the embedded device professionals and the manufacturers of products. Security is always becoming a huge concern 

to the embedded system due to its drawbacks like power constraint, processing power, and cost. The latest trend of integrating the 

embedded systems with the internet introduces various vulnerabilities and exposes the attack surface of the embedded system. 

Incorporating networking capabilities may raise multiple attacks such as packet injection, Man In The Middle (MITM) attacks, and 

replay attacks. Hence, the security of these systems is very crucial to the sellers and consumers. The Internet of Things (IoT) 

technology helps humans to live a life with quality and comfort. IoT has contributed significantly to various application areas. The 

extensive development of smart electronic devices and their data transmission protocol using wireless mechanics boost their 

vulnerability to various cybercrime and attacks. Consequently, the rate of cybercrime is rising every day. Hence, the study of 

embedded and IoT system security threats and respective counteractive measures can benefit security researchers in identifying 

proper solutions to face the enormous challenges in cybercrime investigation. IoT forensics plays a vital role in the investigation of 

cybercrimes. Numerous security issues at each layer in the embedded systems and internet of things (IoT) are also discussed briefly. 

In this paper, the vulnerabilities and threats present in the embedded systems and internet of things (IoT) are discussed, along with 

the countermeasures for mitigating those attacks. 

 

Index Terms - Embedded systems, Internet of Things (IoT), Cybercrime, Cyberattack, Security Threats, Countermeasures. 

 

I. INTRODUCTION 

 

An Embedded System (ES) is an electronic-mechanical system designed to accomplish a certain function, and it is a mixture of 

both hardware and firmware(software). Every embedded system is distinctive, and the hardware and the software are highly 

specialized to the application domain. Embedded systems are becoming a crucial part of any device or equipment in all fields, 

including household electric appliances, medical equipment, industrial control systems, etc. An Embedded system (ES) is either a 

microprocessor or microcontroller-based system designed to perform certain work. The basic modern, real-time embedded 

computing system was the Apollo Guidance Computer, invented in the 1960s by Dr. Charles Stark Draper at the MIT 

Instrumentation Laboratory for the Apollo Program [1]. Embedded Systems are designed to operate with zero or minimal human 

interference, and they also become an indispensable part of human lives [2]. In the simplest form, the concept of an embedded 

system is demonstrated when a processing unit is integrated into a larger physical system to steer its functions. For many decades, 

embedded systems have gone through various stages of development until they have reached what they are today. The capabilities 

of embedded systems evolved in conjunction with various critical vital technologies. The most essential and common technologies 

are integrated circuits (ICs), such as Field Programmable Gate Arrays (FPGAs) and Application Specific Integrated Circuits 

(ASICs). The only difference between ASICs and FPGAs lies in the fact that FPGAs are reconfigurable, whereas ASICs must be 

pre-configured for the motive for which they are manufactured. The inclusion of Programmable Logic Controllers (PLCs), 

microcontrollers, and microprocessors during the developmental cycle of embedded systems played a significant role in advancing 

the capabilities of embedded systems allowing them to be employed in a large variety of applications. Embedded systems have 

shown massive potential in IoT network-connected systems with the evolution of IoT [3]. Based on the requirements of the user, 

manufacturers can develop embedded systems that are easily configured and programmed. The embedded systems play a vital role 

in the Internet of Things (IoT) systems due to distinctive features and functions like less power consumption, reactive computing, 

low general and operating expenses in embedded systems. The significant difference between embedded systems and IoT is that 

most embedded systems software are never changed once programmed, and they are typically small software programs. On the 

other hand, the IoT software program gets updated at regular intervals. They are generally complex software programs that involve 

cloud computing, big data analytics, and others. Because of regular updates, IoT systems maintain their quality and performance. 
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Figure 1: Characteristics of Embedded Systems [2]. 

 

The Internet of Things (IoT) platform connects heterogeneous devices or systems over the network. The rapid development in 

technologies has resulted in automation and real-time analytics being applied across various interesting fields such as wildlife 

monitoring, agriculture, military, healthcare, manufacturing, transportation, supply chain, and inventory management. Internet 

connectivity has become a basic essential around the earth where IoT connects more than billions of people by mobile devices, 

giving rise to immense processing power, storage capabilities, and knowledge access throughout the world. The interconnection of 

physical devices such as appliances, vehicles, and human beings with the help of sensors, actuators, and software leads to the 

formation of a network. This technique enables the physical devices to communicate, interact, process, and exchange data among 

themselves. The term “Internet of Things,” which is also known as IoT, was coined back in 1999 by Kevin Ashton, the British 

technology pioneer who co-founded the Auto-ID Center at MIT [4]. 

 

 
 

Figure 2: IoT: a conflux of technologies [5-9]. 

 

In a very short period of time, IoT has been expanded in many domains. Their applications range from simple household devices 

to very complicated and advanced industrial automation equipment and machines. Smart agriculture, supply chains, self-driving 

vehicles, smart homes, underwater IoT sensors, and smart industries with automation technology are some of the areas that have 

benefitted the most from the Internet of Things technology [5],[10],[11]. The Internet of Things has also converted a wide range of 

objects into devices that provide more lifestyle-friendly digitized services [12]. The attack surface for cybercrime is massively 

expanded due to the increase in the number of IoT smart devices connected through cyberspace [13]. 

 

II. SECURITY THREATS OF EMBEDDED & IOT SYSTEMS 

 

A threat is an action that benefits security vulnerabilities in a system and negatively impacts it [14]. Threats can originate from two 

fundamental sources: nature and human beings [15],[16]. Natural hazards like earthquakes, tsunami, tornados, floods, and fire could 

cause heavy damage to computer systems. People can prepare some safeguards against various natural disasters, and nothing can 

prevent them from happening. Disaster recovery methods like backup and contingency plans are best to secure systems against 

various natural threats. Human threats are those created by people, such as many malicious threats consisting of internal threats 

(someone has legal access to the system) [17] or external threats (individuals or organizations functioning outside the system 

network) [18] seeking to harm and malfunction a system. As per Behrtech's cybersecurity stats, the cyberattacks on IoT have 

tremendously increased by 600% between 2016 - 2017. The total damage caused by cybercrime on the Internet of Things (IoT) will 

reach $6 trillion by 2021 annually.  The IoT security spending to prevent cyberattacks worldwide will reach $3.1 billion [104]. 
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Human threats can be classified into two types, and they are given below. 

 

i. Unstructured threats consist of primarily immature attackers who perform the attack using the readily available hacking 

software tools on the internet.  

ii. Structured threats as people know system weakness and can understand, develop and exploit programming codes and scripts. 

Advanced Persistent Threats, which is also known as APT, is a well-known example of structured threats [19]. APT is an 

advanced network attack targeted at high valuable data or information in business and government organizations, such as 

financial institutions, manufacturing industries, and national defence, to steal very important data or information [20]. 

 

Most embedded systems are highly susceptible to a massive range of security breach attacks. For example, a resource exhaustion 

attack could drain the power resource by rising computational tasks or the use of peripherals or sensors. Cyber attackers could also 

easily gain physical access to the embedded systems, so these systems are highly susceptible to massive physical attacks: if attackers 

have a physical approach to the system, they might conduct a physical intrusion, damage the integrity of the system, and/or execute 

snoop attacks on the system bus, as well as probably causing sensor or peripheral damage. The saved data or cryptographic keys of 

an embedded system or electronic currency on smart cards are susceptible to illegal access, and they must be secured to ensure the 

security of embedded systems. Besides, the embedded system's authenticity is constantly highly susceptible to several cyberattacks, 

like malicious data or information produced by the system's sensors, an unauthorized user, or illegal reprogramming [3]. Moreover, 

the Central Processing Units themselves do not have sufficient hardware protection against logical and physical attacks. A more 

Powerful CPU could mitigate many attacks, but these are overpriced and customarily limited to use on smart cards or as dedicated 

secure elements in System On a Chips. Assuming that the performance of the processor has been upgraded in accordance with the 

requirements of advanced encryption, this creates a new issue: the requirement for a significant amount of energy; for example, in 

the case of portable systems, it is hardly possible. However, if these two issues are resolved, we will face a new issue: the total cost. 

Even if only a few cents, a slight increase in the cost of production would be overpriced and would affect competitiveness if more 

than thousands of units were manufactured [3],[21]. 

 

Cybersecurity professionals usually try to find the attacker's capabilities to avoid cyberattacks. The capabilities of an attacker always 

depend on accessible and unprotected entry points on the attack surface of an embedded system. Hardware components like Wireless 

Fidelity (Wi-Fi), Bluetooth, Universal Serial Bus (USB) or other input/output interfaces, and software systems like operating 

systems (OS) or applications, increase the abilities and flexibility of embedded systems but may provide a larger attack surface for 

attackers or hackers; thus, the system becomes more susceptible for cyberattacks. In other words, if the capabilities of embedded 

systems increase in terms of the number of connections and input units, then attack surfaces increment, thereby expanding the 

probability that the system is hacked. The problem worsened due to the easy availability of advanced and low-cost physical attack 

tools like Chip Whisperer and Chip Shouter to perform side-channel attacks (SCAs) or glitch attacks [22]. 

 

Despite implementing highly secured password protection and encryption protocols like SSL (Secure Socket Layer) or SSH (Secure 

Shell) in every embedded system, it is not enough to make the system more secure and invulnerable to security threats. Numerous 

well-structured attacks have been successfully implemented on various embedded devices by the cyber attackers varying from 

toasters to vehicle control systems due to the vulnerabilities present in the system in the past. Enormous layers of protection like 

encryption, authentication, firewalls, security protocols, intrusion detection, and intrusion prevention systems usually protect 

enterprise data. Despite this, many embedded systems do not have any highly secured firewalls for protection and are only protected 

by passwords in maximum cases [23]. The unauthorized access to important confidential data, privacy breaches, misuse of secret 

information, and personal identity theft are some ethical problems in society caused by the evolution of IoT. Though these problems 

were existing in the internet's era and Information and Communication Technology (ICT), recently they have become more 

dominant on the Internet of thing (IoT) systems [38]. Most of the Internet of Things (IoT) devices are not designed with security in 

the first place, and many do not have traditional operating systems (OS) or even sufficient memory or processing power to integrate 

security features. Not only that, but IoT devices are developing in number, with over a million new devices connecting to the internet 

every day. The consequence is a massive quantity of data transferring freely between various devices and across network 

environments, remote offices, mobile workers, and public clouds with minimal visibility, making it hard to track and secure this 

data [47].   

 

Attackers have many possibilities to enter the network of an organization due to the large attack surface of IoT systems and lack of 

inbuilt security features [47]. Most of the IoT industry does not have proper security standards or protocols for developers and 

manufacturers to build inconsistent security, but there are more security best practices. IT administrators might find it hard to keep 

track of and update devices, which can remain in the field for numerous years [48]. 

 

Initially, attackers examine the networks for devices and known vulnerabilities and increasingly use nonstandard ports to get access 

to the network. Once they have access to the device, it is simpler to avoid detection through fileless malware or software memory 

on the device. Figure 3 describes various potential risks associated with IoT systems. 

 

Some of the cyberattacks that caused severe trouble to companies and industries are briefly explained below. Slammer,  also known 

as SQLExp, caused massive damage to a nuke plant in the northeast of Oak Harbor of the United States. The simple piece of 

programming code present in that worm (a form of malware/virus) created more misfortune than anticipated. Initially, It deactivated 

the monitoring systems that were used for safety monitoring. Although the security system was in place, the attack happened. Cyber 

attacker initiated the attack from a contractor’s network that was linked with the plant facility. Fortunately, it did not pose any heavy 

damages [24]. Mirai botnet attack initially occurred on September 19, 2016.  The meaning of the word "Mirai" in the Japanese 

language is "future." The attack aimed the networked embedded systems like IP-enabled cameras and routers with less secure 

passwords. The botnet created by these devices helped to launch a massive Distributed Denial of Service (DDoS) attack on a website 

that a computer security journalist owns. It was one of the worst attacks that trembled the whole internet [24]. 
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Figure 3: Potential risks in IoT [5],[38-43].  

 

From the above incidents, one can understand the significance of security in embedded system design and implementation. Since 

IoT is the combination of technologies like embedded systems, real-time computing, actuation, and wireless sensor networks 

(WSNs), the security issues in the embedded systems cause various vulnerabilities in the IoT systems, which helps the attackers 

easily access the IoT systems. Hence, it is extremely important to research more on the security of embedded systems and create a 

framework to reduce the attacks.  

 

III.  ATTACKS ON EMBEDDED & IOT SYSTEMS 

 

According to the cyber security report released by IBM, Human errors and carelessness are the significant vulnerabilities that cause 

various cyberattacks to take place, and human errors cause nearly 95% of cyber security breaches. About 19 out of 20 cyber breaches 

would be avoided if human errors were excluded [105]. Based on the Behrtech cybersecurity stats, in the industrial internet of things 

(IIoT), 54% of the organizations have experienced a minimum of one cyber-attack on their industrial control system over a year.  

 

 Attacks on embedded systems can be classified into three categories depending on their targets. 

Figure 4: Types of attacks on embedded systems [24], [25]. 
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1. Software-based attacks: 

Software is one of the primary parts of an embedded system as it acts as a brain for the system. Most of the security threats 

arise in software applications. Without including the secure coding concepts, improper coding in the design phase may inherit 

security threats such as buffer overflow, memory stack attacks, and injection attacks [24]. If an attacker can access important 

sensitive data or gain control over an embedded system, it is considered a successful attack on its software. Searching for 

security threats in software design and code is the most popular attack vector because it’s possible to conduct software-based 

attacks remotely [25]. Some of the most important software-based attacks are given below. 

 

1.1  Malware: 

Malware attacks on embedded systems always work similarly to any other system: a hacker deploys a piece of malicious 

programming code that tries to hijack the data saved inside the system, take authority over the victim system, or harm it. Most 

Hackers fake firmware updates, drivers, or security patches to distribute malware which is malicious code [25]. The IoT and 

embedded systems are the significant targets of malware. Most malware gets into the system by downloading the erroneous 

files and executing the executable and firmware update. The user must be aware of the source from which they download the 

firmware updates and patches for embedded systems [24],[26]. 

   

1.2  Brute Force: 

Brute force is the technique by which the attacker tries all the combinations of passwords or passphrases from a known 

dictionary file or word list. Most of the embedded systems give remote access to the users through a Graphical User Interface 

(GUI). The access control mechanism for the interface is only through authentication of the password. Hence, if the system 

user sets the default password or weak password, it becomes much easier for the attacker to gain authority over the system. 

This technique allows weak crypto algorithms and authentication mechanisms to be easily cracked [24],[27]. 

 

1.3  Memory Buffer Overflow: 

If the attackers manually overflow the memory buffer in an embedded system assigned to contain data, this form of cyberattack 

is well-known as a Memory buffer overflow attack. Hackers use vulnerabilities present in the memory buffer of an embedded 

system to fill an enormous amount of data. In this case, an embedded device's operating system (OS) will allocate excessive 

data to memory sections adjacent to the buffer. This excessive data may contain shellcode, malicious code, or other exploits 

that help cyber attackers obtain credentials of the system and elevate their access rights [25]. 

 

1.4  Web Service Exploits: 

Many embedded systems have a web server build into them to serve the user with GUI controls. Hence, it indirectly acquires 

all the vulnerabilities from the webserver. Therefore, hardening the webserver by closing the unnecessary ports of the system 

is very important. Code injection like Structured Query Language (SQL) injection will make the system more vulnerable to 

illegal authentication and leakage of important sensitive data [24],[28]. 

 

2. Network-based attacks: 

Capabilities of the network help the user to manage the system and control it remotely. They also acquire the networking 

infrastructure vulnerabilities like Man In The Middle (MITM) attacks, packet injection, and replay attacks [24]. Cyber attackers 

can easily listen for, intercept, and modify network traffic that is transmitted by an embedded system using these security 

vulnerabilities [25]. Some of the most significant network-based attacks such as MITM, DNS Poisoning, DDoS, Session 

hijacking, Signal jamming are explained below. 

 

2.1  Man in the Middle (MITM) Attack: 

MITM is a well-known network-based attack in which the hacker redirects the traffic through their computer system using 

techniques like Address Resolution Protocol (ARP) poisoning. The weak encryption will make it much easy for the hacker to 

interpret the data. All the data from the system will pass through the hacker system. Hence, it creates an opportunity for the 

hacker to customize the data and compromise the system's integrity [24],[29]. 

 

2.2  DNS Poisoning: 

The hacker may poison the local Domain Name System (DNS) server to customize the records to their needs. When the system 

tries to send data to a legitimate website, the hacker will redirect it to their website due to DNS poisoning. Hackers can host a 

fake webpage/website to gather user credentials such as username, password, and data. Using protocols like  Domain Name 

System Security Extensions (DNSSEC) will help in mitigating the risks [24],[30]. 

 

2.3  Distributed Denial-of-Service (DDoS) Attack: 

The DDoS attack consists of numerous computer systems controlled by the attackers to attack and cause a denial of service to 

the user of the targeted system. The attacker's target can be a system, server, website, or another network resource. As a result, 

the enormous amount of incoming messages, connection requests, or malicious packets overflows the target system and forces 

the system to run slow, crash, or even shut down, which turns down the services to legitimate users or systems. The attackers 

mostly carry out the distributed denial-of-service (DDoS) attacks, ranging from individual criminal hackers to organized crime 

rings and government agencies [31]. 

 

2.4  Session Hijacking: 

The various authentication methodologies are mostly integrated with sessions to control the access and bring state during 

communication. The hacker will use attacks like MITM (Man In The Middle) before going for session hijacking. When the 

data pass through the attacker network, the hacker can use software tools to capture the session, and it is reused for the 

authentication process [24],[32]. 
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2.5  Signal Jamming: 

Signal jamming is when the hacker jams the signal by making interference and distortion of the actual signal. It happens mainly 

in the wireless mode of communication. This attack compromises the availability of the embedded system as the system will 

be incapable of sending and receiving the data [24],[33]. 

 

3. Physical and Side-channel based attacks: 

Cyber attackers can easily launch physical attacks by using various probe tools available in the market and eavesdropping on 

the data transmitting between the interconnections. Most of the embedded systems use advanced techniques to safeguard from 

physical attacks such as obfuscation. The hacker needs to unpack, reconstruct and analyse the components of the system. Hence, 

it requires a massive amount of expertise in the hardware system. These hackers are highly expensive and hard to perform. The 

side-channel-based attacks are launched with the help of the information revealed by the systems, such as timing, power 

consumption, and electromagnetic leakage. It gives information on the internal operation of the system that can aid the attacker 

in solving his riddle-like finding the cryptographic keys [24]. Some of the most important physical and side-channel-based are 

enumerated below. 

 

3.1  Power Analysis Attack: 

The power consumption of a device is represented by the switching activities inside the hardware circuit. It may help the hacker 

infer the cryptographic algorithms and crypto keys since the switching depends on the data available in the system.  This type 

of cyberattack needs physical access to the device and probing of the connections. These attacks are known as power analysis 

attacks. They can compromise the embedded systems like a smart card system [24],[34]. 

 

3.2  Timing Attacks: 

The timing attacks exploit the timing of execution of the cryptographic algorithm to detect the keys and algorithms used 

underneath. This is because the computational timing is always directly proportional to the cryptographic key. The variation in 

the hardware architecture may present different values for different systems. Hence, it requires in-depth knowledge of different 

architecture to use this technique [24],[35]. 

 

3.3  Electromagnetic Analysis Attacks: 

By calculating the electromagnetic radiation from the chip, it can identify the sensitive data from the system. Knowledge of 

the system layout is needed to exploit the system using this kind of attack. As there will be much interference around the 

system, isolation must be performed in order to obtain the data. The charge of implementing this attack is comparatively much 

higher, and the equipment is highly priced [24],[36]. 

 

Common attacks on IoT Systems – The IoT systems are susceptible to various attacks due to their inherent vulnerabilities. The 

common cyber-attacks on IoT systems are explained below. 
    
1. Physical attacks : This kind of attack tampers with hardware components of IoT systems. Because of the neglected and 

distributed nature of the IoT systems, most IoT devices usually work in open-air environments that are incredibly susceptible 

to physical attacks [46]. 

 

2. Reconnaissance attacks: The illegal discovery and mapping of systems and services are mainly involved in reconnaissance 

attacks. Scanning network ports, traffic analysis, packet sniffers, and sending queries about Internet Protocol (IP) address 

information are some examples of reconnaissance attacks [46]. 

 

3. Denial-of-service (DoS): The cyber attacker performs the DoS attack to make a system, or network resource inaccessible to 

the target users, which is the primary goal of the DoS attack. Most IoT and embedded devices are highly vulnerable to resource 

enervation attacks due to average or low-level memory capabilities and minimal computation resources [46]. 

 

4. Access attacks: These attacks involve unofficial persons gain access to networks or systems to which they have no legal access. 

The two different access attacks are physical access and remote access. In physical access, the attacker can gain access to a 

device physically. In remote access, the offender attacks the (Internet Protocol) IP-connected devices [46]. 

 

5. Attacks on privacy: Since large volumes of information are easily reachable over remote access mechanisms, privacy 

protection in IoT has become highly challenging. The most well-known attacks on user privacy are data mining, cyber 

espionage, tracking, and eavesdropping [46]. 

 

6. Firmware hijacking: The firmware updates downloaded by an IoT device from a non-legitimate source increase the system 

vulnerabilities and helps the cyber attacker to hijack the device and download malicious software. Malware and Trojan Horse 

involve in this kind of attack. So, the user must make sure the firmware updates got downloaded from the official website [47]. 

 

7. Password-based attacks:  Password-based attacks are more common than other cyber-attacks on IoT devices. In this kind of 

attack; Intruders attempt to generate a valid duplicate user password. The IoT devices with weak or average strength passwords 

are highly susceptible to this attack. The password-based attack mainly occurs in two different ways: dictionary attacks and 

brute force attacks [46]. 

 

The businesses that could not detect whether their IoT systems are attacked or infected by a virus are 48%.  Almost 41% of industries 

are not encrypting all of their data, and 35% of the business organizations do not have cyber security analyst or engineer who helps 

to prevent the attacks in advance and take respective countermeasures in case of live cyber-attacks [104]. 
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The Attacks on the TCP/IP layers of the Embedded Systems : 

 

The TCP/IP model includes the application, transport, network, link, and physical layers. The embedded systems are generally 

located at the physical layer of IoT systems which is the bottom layer. Security threats may typically occur at the upper layers of 

the TCP/IP model, and during the design phase of embedded systems, most direct threats occur at the physical layer [3]. Figure 5 

outlines the classic cyber-attacks on the TCP/IP layers. 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: TCP/IP Layers and Attacks [3], [37]. 

 

Prevention of cyberattacks is so hard for an embedded system engineer because of the variety of attacks and the various constraints 

present in the embedded systems. Detection of the attack is one of the most critical stages in dealing with a cyberattack in the 

embedded system. Detection of an attack after some time could allow terrible consequences, like system damage, to occur, whereas 

immediate detection allows for a suitable response. However, detection may require significant resources and limit the functionality 

of the embedded system. Improper response could contribute to an attack and even be used by an attacker [3].  

 

Most of the cyberattacks in embedded and IoT systems are due to human errors. For example, lousy user habits as using a weak or 

default username and password from the manufacturer for their IoT devices could lead to penetration of the system's security easily 

with the help of a botnet. A group of internet-connected devices infected by malware that allows cyber attackers to control them 

and attack against the target user or system is known as the botnet. Botnets are used in large numbers to instigate botnet attacks by 

cyber attackers, including DDoS attacks, unauthorized access to the system, user credentials/data leaks, and other malicious 

activities [6]. The rate of successful cyberattacks on IoT devices has increased tremendously over the past years. Figure 6 displays 

the global distribution of cyberattacks on IoT devices all around the world.  

 

In 2020, Nokia threat intelligence reports that infected IoT devices jumped from 16.17% in 2019 to 32.72% in 2020 [106]. The 

trojan is the malware that caused enormous cyberattacks in 2020. The spread of trojan malware jumped from 34% in 2019 to 74% 

in 2020 [106]. The availability of IoT botnets for rent massively increases DDoS attacks. At a price of just $0.35,  a person can rent 

an HTTP DDoS botnet for 10 minutes to organize a DDoS attack against a target user or system [107]. 
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Figure 6: Global distribution of exploited IoT devices [48], [49]. 

 

According to the security threat intelligence report released by NETSCOUT for the second half of 2018, IoT devices are getting 

attacked by various cyber attackers when connected to the internet. Most of the IoT devices are getting stormed every five minutes 

by enormous attackers in cyberspace [107]. The report released by Palo Alto Networks in 2020 states that out of 100%, almost 83% 

of diagnostic medical imaging equipment is running on outdated operating systems (OS). It also describes the unencrypted IoT 

system traffic as nearly 98%, which exposes all kinds of highly sensitive or confidential data of a user or user on the network [107]. 

 

IV. COUNTERMEASURES 

 

Countermeasures must make sure that it ensures the CIA triad at any cost. The hindrance in implementing the countermeasure is 

because of the constraints tied with the embedded systems. Those constraints are battery, processing power, and system memory 

[24].  The cost and life of batteries thwart the embedded system from implementing high-end crypto algorithms and firewalls [50]. 

Hence, the attackers find it very easy to exploit by brute force. Device misconfiguration may affect the system's integrity. The 

firmware of the embedded system should only be updated from an official website and appropriately patched. Protocols must 

implement the safety of the systems on their own rather than requiring to be forced. Table I displays the countermeasures for various 

attacks on the embedded systems [24]. 

 

Table I – Countermeasures for cyberattacks on Embedded systems [24]. 
 

Attack  Category Countermeasures 

 

Malware 

 

Software-based attack 

Anti-malware application [51], 

Machine-learning-based 

application [52]. 

Brute Force Software-based attack Limiting the number of tries 

Buffer overflow Software-based attack Hardware/Software Defender 

technique [53]. 

Web-based vulnerability Software-based attack Sandboxing [54]. 

MITM Network-based attack IPsec [55]. 

DNS poisoning Network-based attack DNSSEC [56]. 

Session hijacking Network-based attack Encryption, disposable credits 

[57]. 

Signal jamming Network-based attack Anti-jamming mechanism [58]. 

Power analysis Physical and side-channel  

based attacks 

Data Masking technique [66]. 

Timing attacks Physical and side-channel  

based attacks 

Random clock technique [60]. 

Electromagnetic analysis attack Physical and side-channel  

based attacks 

Shielding techniques [61], 

Asynchronism [61]. 
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The massive development in the field of IoT systems and Industrial IoT (IIoT) systems has brought enormous demand for smart 

electronic devices like sensors and other equipment that can sense information from the environment, process and transmit it to the 

destined locations for further analysis and conclusions. Due to this extreme demand, the manufacturers compromise the security 

features of the various IoT systems [64]. Therefore, both commercial and industrial-oriented IoT devices are highly vulnerable to 

multiple types of cyberattacks. So, it is necessary to follow some measures to prevent IoT systems from cyberattacks [65].  

 

To consistently provide an authentic connection between entities and a proper authentication mechanism together with 

confidentiality about data is the security objective of the IoT system. This objective leads to the information security or CIA triad 

that offers confidentiality, integrity, and availability of the data. A thread in any one of these essential areas could cause severe 

harm to the system and have the worst impact on the function of the system [62]. 

 

Table II – CIA Security Model [62]. 
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Figure 7: CIA Security Model [62]. 

 

i. Data Confidentiality refers to the potential to provide and assure privacy for highly sensitive data and the user's 

information. The confidentiality of the data can be attained through encryption of the data like Triple-DES, AES, RSA 

Security, blowfish, ciphertext, and many other encryption algorithms [63]. Data Confidentiality in the IoT system prevents 

the IoT devices from connecting and transmitting data to an unauthorized server or entity [62]. 

 

ii. Data Integrity refers to the ability to secure sensitive data and information from attackers during the communication or 

transmission of data. The consistency, accuracy, and trustworthiness of data are maintained by the integrity till the 

existence of data. Checksum and cyclic redundancy are two methods that are used for checking data integrity [62]. 

 

iii. Data Availability is the final and important component of the CIA security model. It intends to provide data for users 

whenever they needed. The data can be accessed by the users during any conditions, which include disastrous and normal 

conditions. The DoS attack could deny data availability. So activating firewalls in the network helps to block the DoS 

attack. The other mechanisms like IDS and redundancy methods help to protect data availability [62]. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 8: The Rise of Risk [108]. 
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Through implementing preventive measures, users could limit various cyberattacks on both embedded and IoT systems. By 

executing countermeasures, users could minimise the damage of cyberattacks. 

 

Table III – Countermeasures for cyberattacks on IoT systems [6]. 

 

             
 

V. CONCLUSION 

 

The Embedded and IoT systems have made almost everyone's life very convenient and comfortable. In this paper, the significant 

vulnerabilities present in both embedded and IoT systems and their countermeasures are scrutinized. Both Embedded and IoT 

systems are large-scale, complex architectural designs comprising a variety of heterogeneous devices. Therefore, scalability, 

transparency, and reliability are the most conspicuous issues to be solved immediately. System security-related initiatives need to 

consider these issues primarily. Moreover, Manufacturers should ensure high-level security features in both higher and lower-level 

system architectural security design. These security features can accomplish this by designing lightweight security protocols, and 

cryptography algorithms customized based on the precise needs of the resource-constrained devices of embedded and IoT systems.  

 

This paper concludes that extensive work remains to be done in the security area of embedded and IoT systems by both 

manufacturers and end-users. End end-users should scan the system regularly to detect any new vulnerabilities and take 

countermeasures at the right time. The aim is to achieve a better and deeper understanding of the security threats facing IoT 

infrastructure and identify the likelihood and consequences of threats to IoT systems in future works. This paper discussed the 

overall trend in the security of embedded and IoT systems. However, embedded and IoT systems' heterogeneous nature and 

restrictions will make any resolution inappropriate and obsolete. Furthermore, it is expected that security researchers will reveal 

many more vulnerabilities and countermeasures soon because of the dynamic nature of technology. 

 

 

Attack Target Layer Countermeasures 

Eavesdropping All layers Link-layer encryption [66], [67], [68], 

[69], [70], [71], SensorWare 

communication multicast model [72], 

Key pre-distribution [73], [74], [75] 

Tampering Physical Layer Tamper resistant hardware, disabling 

JTAG and/or protecting bootstrap 

loader [76], camouflaging [77] 

HELLO flooding Network Layer Identity verification protocol [66], 

Multi-path multi-base station routing 

[78], µ-TESLA [67] 

Node-Replication 

(Clone) 

Network Layer ID-based public keys [79], Location-

based key management [80], Multi-

level clustering [81] 

Blackhole Network Layer REWARD routing [82], Multi-path 

routing [66], [83], [84], Mesh network 

topology [85], ActiveTrust routing 

[86], Isolation [87], BAMBi [88], 

MAODV [89] 

Sybil Network Layer Indirect validation [66], Identity 

verification [90], Isolation [91], ID-

based public keys [79] 

Selective forwarding 

(Grayhole) 

Network Layer Multi-path routing [66], [84], Usage 

of source authorization [83] 

Sinkhole Network Layer  Secure routing algorithm [92] 

Wormhole Network Layer Location-based keys [79], Centralized 

computing [93], DAWWSEN [94] 

Session hijacking Transport Layer Light-weight user authentication 

algorithm for optimized routing in 

mobile networks [95] 

MQTT exploit Transport Layer Enforcement of security policies [96], 

SMQTT [97] 

SYN-flooding Transport Layer SYN-cookies [98], Client puzzles 

[99] 

De-Synchronization Transport Layer Usage of authentication including 

transport layer protocol headers [100] 

False data injection Application Layer Collective secret [101] 

CoAP exploit Application Layer CoAPs, employment of DTLS [102] 

Path-based DoS Application Layer One-way hash chains [103] 
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